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Introduction

Connect for macOS includes a Guest and a Host.

e Guest for macOS can connect to a remote Host with the Internet (TCP),
LAN (TCP), WebConnect, WebConnect 3 and the Impero Portal
communication protocols.

e Host for macOS enables a remote Guest to connect with the Internet
(TCP), LAN (TCP), UDP, HTTP, WebConnect, WebConnect 3 and the

Impero Portal communication protocols.

The following installation guide is intended to explain how to install, uninstall

and load the Connect on macOS.

Download

You can download the Guest and Host from:
e the Portal

e the Impero website, by clicking on the following link for the Guest and the

Host

To download the Guest (Support Console) application from the Portal,
proceed as follows:

1. Log in the Portal.


https://www.imperosoftware.com/impero-connect/downloads/
https://www.imperosoftware.com/impero-connect/downloads/

2. Go to the My Devices page.

] MY DEVICES

w Connect

@ Dashioard All Devices
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2 Contactimpero ' Purchase 181999 r ers 515 73004 -

1> Downlead Guest (Support Consals) ¥ Add device ¥

Operaling system | Logged in user

¥ stats Alias Group A4 Logged in user

] MY DEVICES

All Devices

Seachin @ Alteids  Hostname

jooking for,

= Purchase 27150 8125 49170 v

S Dewris ims o ot

£ Contact Impero

Logged in user

Remote devices can be accessed from this page. If you don't see the device you are

ry the following:
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4. Select the macOS option from the dropdown menu.

W Connect I;' MY DEVICES 2 contact Impero = Purchase Users: 19 / 999 OnDemand users: 4/ 5 Devices: 74 /94 -

@ Dashboard All Devices <> Download Guest (Support Gonsole) Add device v

| Window
Clear all the fiters W Windows
L | & macos |

I My devices searchin: (@ Allfields Hostname Alias Operating system Logged n user

8  RedHat Enterprise 7.x/ CentOS 7.x

My N A

0 SUSE Enterprise 12.x v
Remote devices can be accessed from this page. If you don't see the device you are
looking for, try the following:
Does the device have a Host application installed and registered with your account? Click
here to download an online installer
This list is filtered. Click here to clear all filters and start over
Make sure your user profile is part of a group from a valid role assignment. Click here to go
to the Role assignments page.
.
5. Save the archive.
To download the Host from the Portal, proceed as follows:
.
1. Log in the Portal.
.
2. Go to the My Devices page.
s Connect ] My DEVICES 2 Contactimpero = Purchase 181309 73094 -
All Devices Download Guest (Suppert Gonsale) v Add device v
Searchin @ Allfields | Hostname | | Alss | | Operaling system | Logged in user
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3. Click on the Add device button.

« Connect ] My DEVICES 2 Contactimpero = Purchase 191999 ars 74104 -

All Devices Download Guest (Support Console) v |

4. Click on the Host for other operating systems option from the dropdown

menu.

« Connect ] my DEVICES £ Contact Impero ¥ Purchase 19/999 1/5 74/94 v
All Devices Download Guest (Support Console) v | Add device
< x L
A & Host for other operating system
dinie @ Auseids (O Hosame (O)'ias: (O Opwatogsiam () Logoedin s
# Hostnamo i e Alas Growp Y Loggedinuser
Remote devices can be accessed from this page don't see the device yo
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5. Click on the Download offline installer button from the macOS section.

s Connect DOWNLOADS % Contactimpers = Purchase 197900 415 74104 -

N

g
L]
c
T
H

a
[

crgi

Download installers

= Windows v

& macOS ~

Description

6. Save the Impero Host.dmg file.

Install

Prior to installation, verify that your computer meets the technical
requirements.

Refer to the Mac system requirements.

NOTE: To be able to install, make sure that the user logged on to the computer
is a local admin account. Using a Domain account with local admin privileges
does not work.

You can install the Connect for the supported macOS versions from the files

found on the Impero download page.

Open the relevant .dmg file downloaded from the Impero website and double-
click on the resulting .pkg file to show the installation wizard that guides you
through the Impero installation. Accept the license agreement and specify the

licensee nhame and the Impero license number when prompted.


http://kb.netop.com/article/netop-remote-control-mac-technical-specifications-417.html
https://support.imperosoftware.com/support/solutions/articles/44002239846-impero-connect-macos-technical-specifications
http://www.netop.com/remotesupport/product/downloads.htm
https://www.imperosoftware.com/impero-connect/downloads/
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Guest

Load and unload the Guest

Start the Guest from the Applications folder:

[g& Phonebook « Quick Connect = & Connections 2 History !

LTE S| | Description ¥ | Name Phone number  Communication F Comt

To stop the Impero Guest, click on the close symbol.

Guest Functionality

The Guest for macOS can connect to a remote Impero Host by using the
Internet TCP/IP (TCP), WebConnect, WebConnect 3 and the Impero Portal

communication protocols.

NOTE: To connect to another port than the Impero default port 443, add the
port number to the Host name or address after a colon (for example,
192.168.100.1:1234).

Host

Host includes the Impero Host Program for macOS. The Impero Host Program

for macOS loads and initializes when the computer operating system starts.

To use the Host on macOS 10.14 and above, the Host requires the following
permissions to be granted manually by the user:

e Accessibility
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e Screenrecording
NOTE: The Screen recording permission applies to macOS 10.15.

e Full Disk Access

n If you need to remote control this device,you need to grant Impero Host some permissions.

Accessibility

Impero Connect requires Accessibility access so your mouse and keyboard can be

controlled remotely. Accessibility.. @

Screen Recording

Impero Canect requires Screen Ref:ordung access so remote users can see Screen Recording... ®
your screen in Remote Control sessions.

Full Disk Access
Impero Connect requires Full Disk Access to access files and folders on your Full Disk Access... @

Mac for File Transfer.

For more information,click here

NOTE: The Host only prompts you for the unset permissions. You are
prompted to grant these permissions manually after you successfully install
the Host, start or restart the Host.

O Permissions required by Impero Host

~

If you need to remote control this device,you need to grant Impero Host some permissions.

Full Disk Access

Impero Connect requires Full Disk Access to access files and folders on your

Mac for File Transfer. Full Disk Access... @

For more information, click here
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To grant the Screen Recording permission, proceed as follows:

© g w2

From the Apple menu, select System Preferences.

Click on the Security & Privacy icon.

Click on the Privacy tab at the top of the Security & Privacy window.
From the Security & Privacy window, select Screen Recording.

Click on the lock to make changes.

To enable the Screen recording permission for the ImperoHost, check

the ImperoHost checkbox.

NOTE: The ImperoHost application is added to the list only after the first
attempt to connect from a Guest to the Host.

To grant the Full Disk Access permission, proceed as follows:

® N o o s W N

From the Apple menu, select System Preferences.

Click on the Security & Privacy icon.

Click on the Privacy tab at the top of the Security & Privacy window.
From the Security & Privacy window, select Full Disk Access.

Click on the lock to make changes.

To add the ImperoHost, click on the + sign.

Browse for the ImperoHost.

Click on Open.

The grant the Accessibility permission, proceed as follows:

1.

a k~ 0N

From the Apple menu, select System Preferences.

Click on the Security & Privacy icon.

Click on the Privacy tab at the top of the Security & Privacy window.
From the Security & Privacy window, select Accessibility.

Click the lock to make changes.
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6. To enable the Accessibility permission for the ImperoHost, check the

Imperohost checkbox.

NOTE: You cannot add the Accessibility permission manually. If you remove
the Accessibility permission for the “Imperohost”, you cannot set it back
again until you reinstall the Impero Host.

Refer to the Impero Knowledge Base article on the macOS permissions.

Display and hide the Host Window

The Impero Host GUI for macOS does not start when the Impero Host

Program for macQOS loads.

If the Impero Host Program on Mac loaded, select Applications/ImperoHost to

start the Impero Host GUI for macOS.

[ ) [ ] Impero Host

> = |>%<L'§f

m History | Services | Communication | Names
Status

Running
Host ID
loanas-MacBook-Pro.local
Host UUID
de4c38bec24559247371fe7925f0abab30ce2a94
Address

192.168.201.6

To unload the Impero Host GUI for macOS to hide the Impero Host on a acOS

window, exit the ImperoHost application.


https://support.imperosoftware.com/support/solutions/articles/44002239755-how-to-enable-permissions-for-impero-host-on-macos-10-14-
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Host Functionality

The Impero Host for macOS enables a remote Guest to connect through the
TCP/IP, TCP/IP (TCP), HTTP, WebConnect, WebConnect 3 and the Impero
Portal communication protocols to remote control the Impero Host for a
macOS device, transfer files between the computers, and run a typed text chat

session between the computer users.

To change the setup options of the Host, click on the Options button from the

toolbar or on the Tools menu.

(] @® Impero Host Configuration - Login

Select account for changing configuration

Username netop

Password

Specify a valid Mac username. To change the setup options of the Impero
Host, make sure that the wuser has the privileges to edit the

/Library/Application/Support/Impero/host/host.xml file.

Type the corresponding password and click on the OK button. The Impero

Host Manager is displayed.
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Impero Host Manager

[ NN J
NetopHost Attribute v | Value
l;} NetopHost Portal Address connect.backdrop.cloud
<% Configuration Name Impero Portal
::., Local configuration Enroliment Key 09CMd8II8As533zIcAwFFrqgejo8NDsboWA...
Enable Enabled

= Addresslists
E
% Host computer
% Communication
£l Modem definitions
4., Network listen
[P General
™ Names
& Security
Help requests
Debug Log
Event Log
Tunnel Configuration
Host Monitor
* Guest users
2R Security

IS%'( #1

o I

Uninstall
To uninstall the Guest or the Host, drag the application to Trash.



