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The Netop Security Server consists of two applications, Security Server and Security Manager:

e The Security Server is the service module running in the computer that provides real time
authentication and authorization of users that need remote access to computers. This service
module also provides a Graphical User Interface for initial installation and configuration of the
service as such. This module needs rarely to be accessed after implementation.

e The Security Manager is the application that is used to create the access rules and
permissions that are applied to users when remotely accessing computers in the system. The
application is used for maintenance of the Security Server system information stored in its
database.

This document provides Netop Remote Control customers directions on how to install and maintain
Netop Security Server (NSS) instances using Remote Desktop Protocol (RDP).

This guide anticipates the Netop Security Server to operate in a Windows domain and to handle
permissions related to domain users and groups as well as computers, computer groups and
Organizational Units.

Netop Professional Services may be able to assist customers with installation and maintenance
guestions not covered in this document.

. For a successful installation, it is imperative to follow the below steps in the order outlined.

This guide does not explain all options within the Security Server. For detailed information on the Netop
Security Server complex functionality, see the

A Windows Server 2012 (R2) and access to a SQL server placed locally or remotely. For SQL
database server requirements please see

Before you begin, you will also need to obtain the Netop Remote Control Security Server MSI and a
valid serial number.
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2. Required setups prior the Security Server Installation

1.2 Create domain service account
On the Active Directory server create a domain account:

1. Goto Start>Programs>Windows Administrative Tools, and click Active Directory Users
and Computers.

2. Inthe Active Directory Users and Computers window, expand <domain name>.

3. Right-click Users, point to New, and select User.

4. Inthe New Object - User dialog box, do the following:
e Inthe First name and Last name fields, type a first and last name for the account.
e Inthe User logon name field, type the username that will be used to query the Active
Directory domain.
New Object - User X
& Createin: nrclocal/Users
First name: lNaop J Inttials: [:]
Last name: ISecurinefver |
Full name: INelopSecwineNer l
User logon name:
[NSSAdmel | @nrciocal v|
User logon name (pre-Windows 2000):
[NRC\ | [NsSAdmin |
cBock ==
5. Click Next.

6. Inthe Password field, type a password for the account, and then in the Confirm password
field, type the password again.
7. Select User cannot change password and Password never expires:

New Object - User X

L Createin:  nrclocal/Users

Password: [uouun l

Confirm password: [ooooooooo l

[[] User must change password at next logon
[#] User cannot change password

conck [ Mt ] [ G
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8. Click Next, then click Finish. The domain account user will be added to the domain.
Make the domain account a service account:

1. Right-click New > Group and create a new group (service account group) by entering the group
name and clicking OK.

New Object - Group X

% Createin: nrc.local/Users

Group name:

I Service Accounts| |

Group name (pre-Windows 2000):
I Service Accounts ]

Group scope Group type
(O Domain local (®) Security
(® Global (O Distribution
(O Universal

2. Right-click the created user account and select Add to a group.

Active Directory Users and Computers — a X
!
File Action View Help
o ¢ = B & -
e @ O XEo= Bm PaETa%R
] Active Directory Users and Com|| Name Type Description
> M Saved Quieries Administrator User Built-in account for administering the computer/domain
r local 9 P
V& f‘f“é",ff 2 Allowed RODC Password Replication Group Security Group - Domain Local Members in this group can have their passwords replicat...
% C:lrr:nuters %Cert Publishers Security Group - Domain Local Members of this group are permitted to publish certificat...
% : Dom:in Contiollers QECIoneable Domain Controllers Security Group - Global Members of this group that are domain controllers may ...
1 ForeignSecurityPrincipal| & ' DefaultAccount User A user account managed by the system.
"1 Managed Service Accour %Denied RODC Password Replication Group Security Group - Domain Local Members in this group cannot have their passwords repli...
[ Users 8% DnsAdmins Security Group - Domain Local DNS Administrators Group
%DnsUpdateProxy Security Group - Global DNS clients who are permitted to perform dynamic upda...
2 Domain Admins Security Group - Global Designated administrators of the domain
ﬁgDomain Computers Security Group - Global All workstations and servers joined to the domain
£ Domain Controllers Security Group - Global All domain controllers in the domain
QEDomain Guests Security Group - Global All domain guests
%Domain Users Security Group - Global All domain users
%Enterprise Admins Security Group - Universal Desi ini of the
%Enterprise Key Admins Security Group - Universal Members of this group can perform administrative actio...
£ Enterprise Read-only Domain Controllers Security Group - Universal Members of this group are Read-Only Domain Controller...
%Group Policy Creator Owners Security Group - Global Members in this group can modify group policy for the d...
2. Guest User Built-in account for guest access to the computer/domain
%Key Admins Security Group - Global Members of this group can perform administrative actio...
& Netop Security Serga er
%Protected Users Copy... curity Group - Global Members of this group are afforded additional protectio...
gRAS and IAS Server Add} 3 group... zurity Group - Domain Local Servers in this group can access remote access properties...
%Raad-only Domain Disable Account curity Group - Global Members of this group are Read-Only Domain Controller...
£ schema Admins Reset Password... zurity Group - Universal Designated administrators of the schema
£, 5MS Passcode Adn Mose zurity Group - Global
%SMS Passcode Uset zurity Group - Global
Open Home Page
2 usert ’ er
S Liser2 Send Mail ler
B user3 All Tasks > e
Cut
< 2 Delete
Allows you to add the selected objects to a group you select. P

3. Inthe Select Groups dialog box, search for the group name by entering the name in the Enter
the object name to select field and clicking Check Name.

17.05.2017 4



Netop Security Server Installation on Windows Server 2012 using Remote Desktop Services

Select Groups X

Select this object type:
|Groups or Builtin security principals

|| Obiect Types...|

From this location:
I nrc local

|| Locatons.. |

Enter the object names to select (examples):
Service Accounts|

| Check Names |

| Advanced... | | ok || Cancel |

4. If multiple group names are found, select the service acount group.

5. Set the service account group as the primary group and remove the Domain Users group:

Netop Security Server Properties ? X
Remote control Remote Desktop Services Profile COM=+
General Address  Account Profile Telephones  Organization
Member Of Dial4n Environment Sessions
Member of :
Name Active Directory Domain Services Folder

Service Accounts  nrclocal/Users

e

Primary group: Service Accounts

3 There is no need to change Primary group unless
Set Famany Goup o) have Macintosh clients or POSIX-compliant
applications.

| ok || Cancel || My || Helo
Click OK to save the changes.
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1. In SQL Server Management Studio, open Object Explorer and right-click folder and
select , then
2. Search for the domain service account user and make sure to select Windows authentication.

0 Login - New - m} X

Select a page & ¥

Script ¥ H
A General S L Heo
2 Server Roles

& User Mapping Login name: NRC\NSSAdmin e
4 Securables

A Status @ Windows authentication

. (O SQL Server authentication

(O Mapped to certificate

Connection (O Mapped to asymmetric key
Server: Map to Credential
W20165QL L Mee
Connection: Mapped Credentials Credential Provider

sa

3 View connection properties

Progress
Ready Defaut database: master X
Defaut language: <default> v
Ly
Concs
3. Click
In the Object Explorer, right-click the folder and click In the New Database

window, type a name for the Netop Security Server database and make the domain service account
user the DB owner and ensure that the account has no rights on any other database including the
Master database.

As a security precaution you may want to reduce the permissions for the service account on the
database to read/write only after the initial population performed with the Security Manager.

17.05.2017 6



Netop Security Server Installation on Windows Server 2012 using Remote Desktop Services

B New Database

- m} X
Selecta page N oo B
"+ Ganera 5 Scipt v [ Hebp
2 Options
12 Filegroups Database name: [nss_pB_ap |
Owner: [NRC\NSSAGmin =]
/| Use full4exd indexing
Datshessfles:s P p—— ;
Logical Name  File Type  Filegroup Initial Size (MB)  Autogrowth / Maxsize
NSS_DBAD ROWS.. PRIMARY {8 | By64MB. Unimted
NSS_DB_A.. LOG Not Applicable 8 By 64 MB, Unlimited
Connection
Server:
w20165QL
Connection:
sa
%7 View connection propeties
Progress \
Ready < >
Ad Remove
[ ok || cance |
Click OK.
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Prerequisite: On the machine where you will install the Netop Security Server, add the Service Accouts
group or the domain user to the Windows Local Administrator list. This is necessary for the creation of a
trusted user for the ODBC link to the database. The permissions for this user can be reduced later if
wanted.

B
File Action View Help

e 2@ XD HE

& Local Users and Groups (Local) || Name Description Actions
Users

= % Access Control Assist..  Members of this group can remot... Groups -
fotps & Administ
& Backup (
= Certificat General
&% Cryptogr, ons >
¢ Distributs .L Administrators
% Event Log -
% Guests

& Hyper-V Description: Administrators have complete and unrestricted access |
Lb; 1IS_IUSRS |to the Computer.w ‘domain

Administrators Properties ? e L »

& Network
& Performa
& Performa

Members:

A Administrator

%2, NRC"\Domain Admins
& PowerUst | @ NRC\NSSAdmin (NSSAdmin@nre local)
% Print Ope
% RDS Endy
&% RDS Man
% RDS Rem
&% Remote [
& Remote I
&% Replicato

h hi
& Storage R Changes to a user's group membership

Add... Remove are not effective until the next time the
é%;- System M user logs on.
& Users 9
& NetOpAc oK Cancel Apply Help

Connect to the Windows Server via the Remote Desktop Connection.

2. Log into the Windows Server using the service account with local administrator rights (the one
mapped with the NSS DB on the SQL server).

3. Go to the folder you where have saved the Netop Remote Control Security Server MSI and
double-click it. The Netop Security Server — Setup will be displayed.
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j’ﬂ-l Metop Security Server - Setup >

Welcome to Netop Security
Server Setup Wizard

The Wizard will install Metop Security Server on your
computer, Click Mext to continue or Cancel to exit the
Setup Wizard,

|0J3U0DRIOWDY

WARMIMG: This program is protected by copyright law
and international treaties,

uoddng pue juasaleuey ajoway aundag

NetE)
\ top

4, Click Next.

5.  Accept the Netop End-User License Agreement.

j"j' Metop Security Server - Setup >

End-User License Agreement

v
Netop

Pleasze read the following license agreement carefully,

Netop Business Solutions A'S End-User License Agreement Updated: April 2016

This Agreement provides vou with the right to install load, host and use "the
Software' as described herein.

Portions of the Software licensed under this Agreement are used under license
from third parties. All Rizhts Feserved.

NOTICE TO ATL USERS: PLEASE READ THE FOLLOWING LEGAL
AGREEMENT (" AGEREEMENT') CAREFULLY. THIS AGREEMLENT
CONSTITUTES ALEGATL, BINDING AND ENFORCEABIE AGREEMMENT

BETWEEN YOU AND NETOF BUSINESS SOLUTIONS A'S ("NETOP BUSINESS
QOTTTTIONS™ REGARTITNG ATT TIRF (OF ANV NFTOP RITRINERS 0T TTTIONS Y

(@)1 accept the terms in the License Agreement

{11 do not accept the terms in the License Agreement

< Back Cancel

6. Click Next.

7.  Enter the username, organization and the Netop Security Server Serial Number (sometimes
referred to as the License Key).
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j’ljl Metop Security Server - Setup -

Customer information

v
Netop

Please enter yvour information,

User name:

|'».-'-.-'in|:||:|'r s User

Qrganization:
Metop]

License key:
|"‘.-5.BNDE|L| 27B3FEF FZIORSOCEMIKCWENY T IO IBLISKIGY SAYRHMN AW

< Back -‘m Cancel

8. Click Next.

jﬁj Metop Security Server - Setup >

Setup Type

v
Netop

Choose the setup type that suits your needs,

5 Twpical
‘PE! Installs the most common program features, Recommended for
- most users.

Custom

&
j.e% Allows users to choose which program features will be installed
i and where they will be installed. Recommended for advanced
LISErs,

o Complete
3:[%! &ll program features will be installed {requires most disk space),

< Back Cancel

9. Select the Typical setup type.
Some Netop features might require a restart of the Netop service or the computer.
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j‘%‘ Metop Security Server - Setup -
Restart Warning L
| | Netop
Some features may require a restart of a service or the computer, s

The following features may reguire a restart, To delay restart of services until next planned
restart of the computer, please unchedk the box below. To delay restart of the computer
please dedine to restart when prompted at the end of Setup. Or go back to the previous
page and deselect the feature(s) requiring a restart,

Advanced Feature Driver Qperating System
Command Made Transfer Display driver
Remaote Printing. Print Spooler Service
Smart Card Login

SMMP Logaging Service

Restart service if needed

< Back Cancel

10. Make sure that the Restart service if needed option is checked.
11. Click Next.

j‘ljl Metop Security Server - Setup X

Windows Firewall Configuration

g
Netop

Allow Metop Security Server to communicate through Windows Firewall

To waork properly Metop Security Server must be given permission for incoming netwark
connections in Windows Firewall

Allow Metop Security Server to accept incoming network connections

< Back Cancel

12. Make sure that the Allow Netop Security Server to accept incoming network connections
option is checked.

13. Click Next.

17.05.2017 11



Netop Security Server Installation on Windows Server 2012 using Remote Desktop Services

j:l_%] Metop Security Server - Setup it

Ready to install N |
The Setup Wizard is ready to begin installation, CtD p

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the Setup Wizard,

[ ]save Installation files for future use {Change or Repair)

< Back Cancel

14. Optionally, you can choose to Save Installation files for future use (Change or Repair).
15. Click Install.

j:%.l Metep Security Server - Setup w0

Completing the Netop Security
Server Setup Wizard

Click the Finish button to exit the Setup Wizard,

|oJjucDajoLay

UGN PR E ST g Sy RS

[ ]Launch the Metop Security Server product

\_ NqLEp

IMPORTANT: Uncheck the Launch the Netop Security Server Product checkbox.
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4. Configure the Security Server

1. From the Windows desktop go to the Start > All Programs > Netop Remote Control and run as

administrator the Security Manager. The Netop Security Manager Setup Wizard will be
displayed.

2. In the Logon to Database dialog box, make sure that the Create local test database option is not
selected and click Change.

& Netop Security Manage
File Records Edit View Options Help
EARES GO FH| T

Owhere  UseName LIKE A%

Netop Security Management

=

% [ Create local test database

Userane
pem [

oo | [T [ Hem B

Ready

The Select Data Source dialog box will be displayed.

3. Select the Machine Data Source tab.

Select Data Source >

File Data Source Machine Data Source

Data Source Mame Type Description

]

A Machine Data Source is specffic to this machine, and cannat be shared.
"lUser” data sources are specffic to a user on this machine. "System” data
sources can be used by all users on this machine, or by a system-wide service.

QK Cancel Help

4. Click New.
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5. Inthe Create New Data Source dialog box, select System Data Source (Apply to this
machien only).

Create Mew Data Source it

Select a type of data source:
() User Data Source {Applies to this machine only)

| (®) System Data Source {Applies to this machine only)

e —

Selecting System Data Source creates a data source
which ig specific to this machine, and usable by any
user who logs onto this machine.

< Back M =k. Cancel

6. Click Next.
7. Select SQL Server as driver for which you want to set up a data source.

Create New Data Source X

Select a driver for which you want to set up a data source.

: Name VA
ﬁ ’ ’ Microsoft Excel-Treiber (*xls) 6
_}_ Microsoft ODBC for Oracle 6
Microsoft Paradox Driver (*.db ) 6
Microsoft Paradox-Treiber (*.db ) 6
Microsoft Text Driver ("td; *.csv) 6
Microsoft Text-Treiber (*txt; *.csv) 6
SQL Server 6

v

< >
< Back N ak Cancel

8. Click Next, then click Finish. The Create a New Data Source to SQL Server wizard will be
displyed.

9. Type a name for the data source and from the Server drop-down list select the MS SQL server
you will connect to:

17.05.2017 14
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Create a New Data Source to SOL Server X

This wizard will help you create an ODBC data source that you can use to
connect to SQL Server.

What name do you want to use to refer to the data source?

|
%@E Name: [NSS_DB_AD |

How do you want to describe the data source?
|

Description: |NSS_DB_AD |

Which SQL Server do you want to connect to?

Server: |IEIIESEN v

| Finish I Next >h Cancel Help

10. Click Next. Make sure that the following options are selected:
e With Windows NT authentication using the network login ID
e Connect to SQL Server to obtain default settings for the additional configuration options.

Create a New Data Source to SOL Server X

How should SQL Server verify the authenticity of the login 1D?

(® With Windows NT authentication using the network login 1D.

Ei/ﬁ"! ®) With SQL Server authentication using a login ID and password

entered by the user.

To change the network library used to communicate with SQL Server,
click Client Configuration.

Client Conﬁguration;..

Connect to SQL Serverto obtain default settings for the
additional configuration options.

in 10 |nssadmin
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11. Click Next.
12. Select Change the default database to <the Netop Security Server DB, as defined in the SQL
Server>:

Create a New Data Source to SQL Server X

Change the default database to:
[NSs_DB_AD v

é;;! [[] Attach database filename:

Use ANSI quoted identifiers.
Use ANSI nulls, paddings and wamings.

Use the failover SQL Server if the primary SQL Server is not
available

< Back Cancel Help

13. Click Next, then click Finish. The ODBC Microsoft SQL Server Setup dialog box will be
displayed:

ODBC Microsoft SQL Server Setup X

A new ODBC data source will be created with the following
configuration:

Microsoft SQL Server ODBC Driver Version 10.00.14333

Data Source Name: NSS_DB_AD

Data Source Description: NSS_DB_AD
Server: W20165QL

Database: NSS_DB_AD

Language: (Default)

Translate Character Data: Yes

Log Long Running Queries: No

Log Driver Statistics: No

Use Regional Settings: No

Prepared Statements Option: Drop temporary procedures on
disconnect

Use Failover Server: No

Use ANSI Quoted Identifiers: Yes

Use ANSI Null, Paddings and Wamings: Yes
Data Encryption: No

I Test Data Source... I OK Cancel

N

14. Test the data source. If successful, click OK.
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SQL Server ODBC Data Source Test X

Test Results

Microsoft SQL Server ODBC Driver Version 10.00.14393
Running connectivity tests...

Attempting connection

Connection established

Verifying option settings
Disconnecting from server

TESTS COMPLETED SUCCESSFULLY!

15. Click OK three times to reach the Logon to Database dialog box.

¥ Netop Security Manager
File Records Edit View Options Help

EARES G QTR

where  Lsertlame LIKE AT

Netop Security Management

Ready

Logen to Database x
E—
[Es==
e=H| [ Create local test database
Data saurce NS5 _DB_AD
Change . Help Esit

16. Enter the password and click Logon.

17.05.2017
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17. In the Netop Security Server — Security Server Public Key dialog box, click to Generate New
Public Key.

Metop Security Manager - Security Server Public Key *

® %W

In order to secure a trusted connection between your Hosts and Security Servers, a
Public/Private Key exchange wil take place. Al Security Servers reading this database
will belong to the group identified by the Public Key:

EFA,
190714V Ypi YT

v,

Generate Ne'I\Puinc Key | Copy to clipboard
Ly

The Hosts must be configured with the Public Key generated above. For production
environments, it is recommended to generate a new Public Key for your Hosts before
deployment, otherwise the default Public Key will be used.

*You should restrict access to reading the Private Key in the database.

If you change the Public Key. you must restart your Security Servers. reconfigure and
restart all your Hosts.

< Back Nexdt > Cancel

18. Click Generate New Public Key.
19. Select the public key generated then click Copy to clipboard.
20. Save the key in a text file for use later on when configuring your Host to be deployed.

21. Click Next twice.
22.Inthe Group Name (Private) field enter your domain and re-enter it in the Confirm Group

Name field.

Netop Security Manager - Security Server Group Name X

4 %W

If you are using older Hosts, specify a Group Name here. All Security Servers reading this
database will belong to the group specified. Group Name provides backwards
compatibility. It is recommended to update your Hosts and use the Public Key instead.

Group Name (Private) lessss] |
Corffirm Group Name {ooooo ]
Group D (Public) ‘2050802203235E58E579E373805EBS99 l

The Security Server Group Name is not public. In order to connect to the Server Group,
the Hosts must be configured with the Group ID generated above. You should restrict
access to reading the group name in the database.

Changes to the group name do not take effect until you restart a Security Server. If you
have servers running and you change the group name, you must restart all your Security
Servers and reconfigure all your Hosts.

<Back Cancel

23. Click Next. The Security Server list will be displayed. The name of your Security Server will
appear in the server field.
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Metop Security Manager - Security Server List X

¥ %

Erter the Metop Host |Ds forthe Securty Server(s) in this group. For security reasons, you
must restart all running servers before starting the new server you add here,

Servers Run... Answer... Access Server Key

W2016NSS | [ Add_ || Remove || Edt.. Help

< Back Next > Cancel

24. Click Add to add your Security Server to the database, then click Next.

25. Select Guests enter Directory Services username and password.

Preferred Guest Type X

&

Please select your prefered security mode:

g (O Guests enter Windows usemame and password
m (O Guests enter Netop Guest ID and password

B 8 (O Guests enter RSA SecurlD usemame and passcode
E?‘_‘g (® Guests enter Directory Services usemame and password

Some Hosts are not able to handle Windows users. These hosts will always ask the Guest
to prompt the Netop way.

<Back Nextrx Cancel
s

26. Click Next and select Always the Workstation.
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Metop Security Manager - Preferred Host Type

24

Flease select your prefemed Host type:

‘g () Windows User, f one is logged in, otherwise Workstation

0 (®) Always the Workstation
A () Netop Host ID

In the first mode, you may access a computer if you may access the person who is logged
in, even if access to the workstation itseff is denied. To lock a server, uncheck the Host's
"Enable User Mame' box in the Program Options - Hostname tab

< Back Firgish Cancel

x

27. Click Next, then close Netop Security Manager.

17.05.2017
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5. Launch the Security Server module and run the setup wizard

Note: When launching the Security Server, wait for 2 minutes until the module starts.

1. From the Windows desktop go to the Start menu and select All Programs > Netop Remote
Control > Security Server.

It is required that you select to Run Host as specific user by checking the Enable box.

2. Enter Windows service account credentials that have been added to the Local Administrators
Group on this server.

In order for the Netop Security Server to guery a Windows server for users
and groups you need to enter a valid user name, password and domain that
gives the Host (Security Server) adeguate rights to do so.

—Run Host as spedific user

V¥ Enable

User name: I LocalAdminstrator
Password: I I
Domain: | YourDomain

[T Automatically change to random password every week

Ok I Cancel Help

3. Click OK. The Netop Security Server Setup Wizard will be displayed.

Metop Remote Control - Setup Wizard &
% A7
] D :5 Welcome to the Netop Remote Control
2 | Setup Wizard
=
=]
9
E D Thiz wizard will guide you through the selection of
A f } certain setup options to make the Metop
”r'ai O module ready for use.
i e
5]
3 8 Click Next to proceed.
w  —
=
s
=
=]
-

v
Netop

| Mext = | Cancel

4. Click Next.
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Metop Remote Control - Setup Wizard ﬁ
Wizard Mode 4
Select setup type. NetDp
i+ Default

Select this option to use a default setup.

" Custom
Select this option to enable a custom setup.

% Back | Mext = | Cancel

5. Make sure that the option is selected.
6. Click

Metop Remote Control - Setup Wizard ﬂ

Metop Host Startup Mode 4
Select how Metop Host shall be started Net[']p

i+ Start with Windows

Select this option to load and start Metop Host minimized with Windows. Recommended to
enable Log On to Windows by remote control,

" Load manually
Select this option to load Metop Host manually,

< Back | Nﬁft} | Cancel
Lag

7. Make sure that the option to is selected.

8. Click

9. Enter a secure password that can be used later to remote control the Security Server from your
Netop Guest. Make sure to confirm the password.

10. It is recommended to change the Guest Access Security method from a single password into
,Grant each guest individual access privileges using Windows security Management” before you
finish the configuration. It is not recommended to let the Security Server use the authentication
service that it provides for Guest/Host connections.
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Metop Remote Control - Setup Wizard ﬁ

Default Guest Access Password
Specify a password required from all Guests to connect to the Haost. NEtDp

Specify password:

Re-enter password:
|

< Back NED§ = Cancel

11. Click Next.
12. Make sure that you choose not to configure WebConnect by selecting No.

Metop Remote Control - Setup Wizard &

WebConnect
Would you like to connect directly, or using WebConnectMetop Portal? NEtDp

* HNo
Select no if you want this Metop module to connect to other Metop modules directly or
through one or more Metop Gateways.

™ Yes
Select yes if you want this Metop module to connect to other Metop modules using

WebConnect or Netop Portal,
Make sure to select the correct method below.

MNetop Porta J

WebConnect and Metop Portal are services that provide connectivity across the internet.
They do not require direct visibility between end points.

< Back NEE$ = Cancel

13. Click Next.
14. Select the No, | do not want to register my Netop License now option.
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Metop Remote Control - Setup Wizard ﬁ

Reqgister your Hetop License on-line
Register with the Metop manufacturer to qualify for technical support Net[}p
and receive product news. "

" Yes, Iwant to register my Netop license on-line

Select this option to display the Metop "Register onine” web page on your Internet
browser when dicking Mext.

" Mo, but remind me later
Select this option to prompt me for registration the next time the Metop module is loaded.

* Mo, Ido not want to register my Netop License now

Select this option to register manually by using the reqgistration card included in the Metop
package or register on-ine from the Metop module.

< Back | NER} | Cancel
Loy

15. Click Next.
Metop Remote Control - Setup Wizard &
L =
E ﬁ c;i Setup Wizard completed
2] =]
13
: 9
E D Your Metop madule is now setup and
A n ready for use.
L5 =]
s O
E = To change the setup, use the Metop
o ;l- module Configuration menu items.
=
- O
=
5
=
=]
-

\ Nc_trjp

< Back | FilTig_h | Cancel |

Lag

16. Click Finish.
17. The Netop Security Server is now running. The Netop Security icon appears in the system tray.
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Windows Server 2016 Datacenter Evaluation

Windows License v.
s

18. Right click on the icon and select

|

f Metop Security Server - Running

File View Action Session

Tocls  Help

MNames ]

Status

Messages ]
General l Connections

Securty Server
Histony ] Services ] Communication

| Running

Host ID

| W2016NSS

Address

| 192, 168.206.35

192168.206.35

19. Go to the menu and select

. The database setup will be displayed.

Metop Security Server Setup

ODBC Setup
Data Source Name [DSM]

UsgerlD:

Password :

Information

Status :

Security Server Group 1D
Public Key

x|

INSS_DE_S0L .
|

Errar : Logan errar, check DSH, User D and
Passward,

Cancel Help
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20. In the upper-right corner of the page, click the ellipsis button. The Select Data Source page will
be displayed from where you will select the desired database.

Select Data Source &

File Data Source  Machine Data Source

Data Source Mame Type Description
NS5_DB_AD System MNSS_DB_AD

Mew...

A Machine Data Source is specific to this machine, and cannot be shared.
"User" data sources are specific to a user on this machine. "System” data
sounces can be used by all users on this machine, or by a system-wide service.

QK Cancel Help

21. Click the Machine Data Source tab, select the NetOp Security Evaluation data source name
and click OK.

S0L Server Login

x|
Data Source: NSS_DE_AD

[+ se Trusted Connection Cancel
Login [D: nasadmin Help
Password: | Options ==

22. No need to enter credentials; just click OK.
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Metop Security Server Setup ﬂ
ODEBC Setup
Data Source Mame [DSM] |NSS_DB_AD J
Uger D : |nssadmin
Password : | sovoesene

Information
Status : Brovezing far ather Security Servers.
Security Server Group D 2DRDEN22032E5E58ES7TIE 37 3805EB RS
Public: Key :

FIBlAMNE gkghkiG 9wiBADEFAA0CADRAMIIECak CALEALZANT ImypE aP scprE N
+leCoBELAfH iwi A A 0Emed: ICaohk H G v 3FProjyTiesd)r'dS ggwitbkd FIPH B+ PO
k2w T DHZ 2] Toebly] CRZLZR 5 3PFA450eB) /qF SzhfoD w1 MmbslyicZ gdkD
EQMBOrSHIAF o0 8Hp20J0gE +k 7 OMBzbLM T IGMgCCT CoR FYpGLevOSYHW IEWTEBC
FgpR 8aEiPD CACHBEIWE gT B2<cTmk hiw/iBHET i GwhwE D FLWH 9ngBhLTydvRq
Bwrk PRwC ol 4T ndtZwbl 110 sP2R kAT Sudekm+aprp2BewhdimBom) riad+2HE efR C
MOIDALDAB

----- EMD FUBLIC KEY----- I

Ok Cancel Help

23. Click the button.

24. Wait until you see the Information Status: “Security Server running.”
25. Click

26. Stop the Security Server and close the window.

27.Goto > and start the Netop Helper Service.

You can now log off from the RDP environment.
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