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1 Introduction

The Impero Connect Security is a centralized authentication server for
Impero Connect Hosts. It can also act as a centralized log server for

Impero activity from both the Impero Host and Impero Guest.

The Security Server consists of two components. One is simply called
the Security Server module and it is the engine that runs, listens, and
processes authentication requests from the Host. The second
component is called the Security Manager which is a GUI to edit the
security roles and role assignments in the database. The Security

Manager also allows you to view the Impero activity log.

This document walks you thought the installation of Impero Security
Server and integration with an SQL database and the Active Directory,

ensuring functionality with Impero components.

This guide does not explain all options within the Security Server. For
detailed information on the Impero Security Server complex

functionality, refer to the Impero Connect Administrator’'s Guide.
1TT1Assumptions

This guide assumes that you have installed an Impero Guest and an
Impero Host on different computers and you can make a remote control

connection between the two.
1 Prerequisites

Before you begin you are required to obtain the Impero Connect

Security Server MSI and a valid serial number.
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2 Required setups prior the Security Server

Installation

2.1 Create domain admin account user

On the Active Directory server create a domain account:

1. Go to Start > Programs > Administrative Tools and click on Active
Directory Users and Computers.

2. In the Active Directory Users and Computers window, expand
<domain name>.

3. Right-click on Users, point to New, and select User.

4. In the New Object - User dialog box, do the following:
« In the First name and Last name fields, specify a first and last

name for the account.

« In the User logon name field, specify the username that is used to

log on to the Active Directory domain.

5. Click on Next.

6. In the Password field, specify a password for the account, and then in
the Confirm password field, specify the password again.

/. Select the User cannot change password and Password never

expires options:
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New Object - User X

2 Createin: nrclocal/Users
d

Password: ]ooooooooo ‘

Confirm password: 'ouooooooc l

[] User must change password at next logon
User cannot change password

Password never expires

[[] Account is disabled

< Back Cancel

8. Click on Next, then click on Finish. The domain account users are

added to the domain.

NOTE: To install Security Manager, you must be an administrator or a
user with local administrator rights to the server and with access rights

to the Windows Server console.
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Give the domain account administrative privileges:

1. Right-click on the created user account and select Add to a group.

| Active Directory Users and Computers = a X
File Action View Help
e |za@ 40Xz HmBeETER
] Active Directory Users and Com|| Name Type Description
| Saved Queries @ Administrator User Built-in account for administering the computer/domain
v H nrc‘lofa! %Allowed RODC Passweord Replication Group Security Group - Domain Local Members in this group can have their passwords replicat...
& (B:l:lr:nute“ 2 Cert Publishers Security Group - Domain Local Members of this group are permitted to publish certificat...
;‘ Dom:in I %Cloneable Domain Controllers Security Group - Global Members of this group that are domain controllers may ...
: ForeignSecurityPrincipalf E.; DefaultAccount User A user account managed by the system.
. Managed Service Accour £ Denied RODC Password Replication Group Security Group - Domain Local Members in this group cannot have their passwords repli..
| Users %DnsAdmins Security Group - Domain Local DNS Administrators Group
£2 DnsUpdateProxy Security Group - Global DNS clients who are permitted to perform dynamic upda...
%Dnmain Admins Security Group - Global Designated administrators of the domain
%Domain Computers Security Group - Global All workstations and servers joined to the domain
£ Domain Controllers Security Group - Global All domain controllers in the domain
8% Domain Guests Security Group - Global All domain guests
Ql)ornain Users Security Group - Global All domain users
%Enterprise Admins Security Group - Universal Desi ini of the p
%Enterprise Key Admins Security Group - Universal Members of this group can perform administrative actio...
prise Read-only Domain C Il Security Group - Universal Members of this group are Read-Only Domain Controller...
%Group Policy Creator Owners Security Group - Global Members in this group can modify group policy for the d...
E.;Guest User Built-in account for guest access to the computer/domain
%Key Admins Security Group - Global Members of this group can perform administrative actio...
& Netop Security| Copy... User
£ Protected Users Security Group - Global Members of this group are afforded additional protectio.
B RAS and IAS Se w toz group.. Security Group - Domain Local Servers in this group can access remote access propertie:
H%Read-only Doy Disable Account Security Group - Global Members of this group are Read-Only Domain Controller...
%Sthema Admin Reset Password... Security Group - Universal Designated administrators of the schema
%SMS Passcode, Move... Security Group - Global
£ SMS Passcode | Open Home Page Security Group - Global
6user1 Send Mail User
5 user2 User
2, user3 All Tasks User
Cut
< > Delete
Allows you to add the selected objects to a group you sel Rename

2. In the Select Groups dialog box, search for the group name by
specifying the name in the Enter the object name to select field and

clicking on Check Name.

Select Groups X

Select this object type:
|Groups or Buitn security principals
_me this location:

|nrcocal

Object Types..

Enter the object names to select (examples).
domain

3. Click on OK.
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4. If multiple group names are found, select Domain Admins.

Multiple Names Found

More than one object matched the name “domain”. Select one or more names
from this list, or, reenter tha name.

Matching names:

Name Description In Folder

. A Doman Admins Designated administratoes of th nre Jocal/Users
% Domain Computers All workstations and serversjoi...  nrclocal/Users
&2 Doman Cortrollers All domain controfersinthe do...  nrc Jocal/Users
&2 Domain Guests All domain guests nrc Jocal/Users
% Domain Users All domain users nre Jocal/Users

[ox ] comcs

5. Click on OK. The selected group is displayed in the Select Groups
dialog box:

Select Groups X

Select this object type:

jGwpsor&thsecuitypmwals Object Types...

fmm this location:

|reclocal Locations....

Enter the object names to select (examples).

Domain Admins | | Check Names
Advanced... 0K Cancel

6. Click on OK. The selected domain account was granted
administrative privileges.

2.2 SQL setup

2.2.1 Add the domain account user to the SQL DB

1. In SQL Server Management Studio, open Object Explorer and expand
the Security folder.

2. Right-click on the Logins folder and click on New Login....
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3. Search for the domain account user and make sure to select Windows

authentication.

% Microsoft SQL Server Management Studio

- . lgal

Quick Launch (Ctrl+Q) Pl . B x

File Edit View Debug Tools Window Help
-0 B-u-8 W | D New Ouiene [ i3, 63, 52, |
[ Login - New
Object Explorer > n =
lect a page
Connect~ 43 &3 YOS <

“ Server Roles
12 User Mapping
% Securables
2 Status

= [ W20165QL (SQL Server 13.0.1601.5 -
# [ Databases
= 3 Security
3 Logins
[ Server Roles
| Credentials
3 Cryptographic Providers
3 Audits
[ Server Audit Specifications
[ Server Objects
[ Replication
[Z3 PolyBase
3 AlwaysOn High Availability
3 Management
[ Integration Services Catalogs
3 sQL Server Agent

+
®

2]
=

B ®E

®

=

Connection

2]

Server:
W20165QL
Connection:
sa

33 View connection properties

Ready

4. Click on OK.

L5 senet ~ [ Help

Generic Debugger ~

Login name: NRC\NSSAdmin

(® Windows authentication
O SGL Server authentication

(O Mapped to certficate
(O Mapped to asymmetric key
[J Map to Credential

Mapped Credentials

Credential

Default database: master

Default language <default>

Provider



SECURITY SERVER INSTALLATION GUIDE
2.2.2 Create the NSS DB

In the Object Explorer, right-click on the Databases folder and click on
the New Database... button. In the New Database window, specify a
name for the Impero Security Server database and make the domain

account user the DB owner.

& New Database - m} X
Select a page ( 5 e
“4 General S seet ~ (@ Hep
v_';‘ Options
& Filegroups Database name: [Nss_DB_AD |
Owner: [NRC\NSSAdmin =]

Database files:

> Logical Name File Type  Filegroup Autogrowth / Maxsize
NSS_DB_AD ROWS... PRIMARY H { By 64 MB, Unlimited
NSS_DB_A.. LOG Not Applicable By 64 MB, Unlimited
Connection
Server:
W20165QL
Connection:

sa

37 View connection properties

Ready < >

Add Remove

OK Cancel

Click on OK.
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3 Install the Security Server

Prerequisite: On the machine where you install the Impero Security

Server, add the domain admin user to the Windows Local Administrator

list.
P
File Action View Help
o |25 XE 2| HE
& |ocal Users and Groups (Local) || Name Description Actions
] Users &% Access Control Assist..  Members of this group can remot... Groups
Siotns || & Administ A
& Backup Administrators Properties ? >l
<
@Q;-Certificat General 5
|| & Cryptogr ons

%: Distributd .L Administrators
% Event Log -

% Guests
‘ &% Hyper-V Description: Administrators have complete and unrestricted access
%: IS IUSRS to the computer/domain
¢ Network Members:
% Perf
?" pe ﬁorma & Administrator
¢ Performa 42, NRC\Domain Admins

2; PowerUs | @ NRC\NSSAdmin (NSSAdmin@rrc local)
&% Print Ope
% RDS Endp
& RDS Man
% RDS Rem
& Remote [
B Remote I

B Replicato

\%_‘ St A Changes to a user's group membership
j Storage Add... Remove are not effective until the next time the

B System M user logs on.

% NetOpAd 0K Cancel Apply Help

1. Log into the Windows Server console using the account with local
administrator rights (the one mapped with the NSS DB on the SQL

server).

10
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Go to the folder you have saved the Impero Connect Security Server
MSI and double-click on it. The Impero Security Server — Setup is

displayed.

Click on Next.

Accept the Impero End-User License Agreement.
Click on Next.

Specify the username, organization, and the Impero Security Server

Serial Number (sometimes referred to as the License Key).

Click on Next.

Select the Typical setup type.

Some Impero features might require a restart of the Impero service or

the computer.

9.

10.

1.

12.

13.

14.

15.

Make sure that the Restart service if needed option is checked.

Click on Next.
Make sure that the Allow Impero Security Server to accept

incoming network connections option is checked.

Click on Next.

Optionally, you can choose to Save Installation files for future use

(Change or Repair).

Click on Install.

IMPORTANT: Uncheck the Launch the Impero Security Server

Product checkbox.

Click on Finish.

11



SECURITY SERVER INSTALLATION GUIDE

4 Configure the Security Server

1. From the Windows desktop go to the Start > All Programs > Impero
Connect and run as administrator the Security Manager. The Impero

Security Manager Setup Wizard is displayed.

2.In the Logon to Database dialog box, make sure that the Create local

test database option is not selected and click on Change.

T Netop Security Manage - 0 x
File Records Edit View Options Help

ERMRDE D[R EE

[where  Userame LIKE A%

-Netop Security Management

Logon to Database x
=

% [ Create local test database

Diata sour WETOP_ACCESS

P R

RRRRR

The Select Data Source dialog box is displayed.

12
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3. Select the Machine Data Source tab.

Select Data Source pd

File Data Source Machine Data Source

Data Source Name Type Description

%]

A Machine Data Source is specific to this machine, and cannot be shared.
"User" data sources are specific to a user on this machine. "System" data
sources can be used by all users on this machine, or by a system-wide service.

OK || Cancel || Hep |

4. Click on New.

Create New Data Source X

Select a type of data source:

(O User Data Source {Applies to this machine only)
(® System Data Source {Applies to this machine only)

Selecting System Data Source creates a data source
which is specific to this machine, and usable by any
user who logs onto this machine.

< Back I N%) J Cancel

5. In the Create New Data Source dialog box, select System Data

Source (Apply to this machine only).

6. Click on Next.

13
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7. Select SQL Server as driver for which you want to set up a data

source.

Create New Data Source X

Select a driver for which you want to set up a data source.

>

_ Name

E g Microsoft Excel-Treiber (*xls)
_} ‘ Microsoft ODBC for Oracle

Microsoft Paradox Driver (*.db )

Microsoft Paradox-Treiber (*.db )

Microsoft Text Driver {"td; *.csv)

Microsoft Text-Treiber (*tdt; *.csv)

<

b—d—-ﬂ

DO D DD DD <

v
<

< Back Cancel

8. Click on Next, then click on Finish. The Create a New Data Source to
SQL Server wizard is displayed.
9. Type a name for the data source and from the Server drop-down list

select the MS SQL server you connect to:

Create a New Data Source to SOL Server X

This wizard will help you create an ODBC data source that you can use to
connect to SQL Server.

What name do you want to use to refer to the data source?

ig Name: [NSS_DB_AD |

How do you want to describe the data source?

Description: | NSS_DB_AD |

Which SQL Server do you want to connect to?

Server: ( v l

| Finish I Next > Cancel Help

10.  Click on Next. Make sure that the following options are selected:

« With Windows NT authentication using the network login ID.

14
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« Connect to SQL Server to obtain default settings for the additional

configuration options.

Create a New Data Source to SOL Server X

How should SQL Server verify the authenticity of the login 1D?

(® With Windows NT authentication using the network login 1D.

0 With SQL Server authentication using a login ID and password
entered by the user.

To change the network library used to communicate with SQL Server,
click Client Configuration.

Cliem Configuration...

Connect to SQL Serverto obtain default settings for the
additional configuration options.

Login ID: |nssadmin

11. Click on Next.

< Back " Cancel | | Hebp

12. Select Change the default database to the Impero Security Server
DB, as defined in the SQL Server:

Create a New Data Source to SQL Server X

Change the default database to:
[NSs_DB_AD v

[] Attach database filename:

Use ANSI quoted identifiers.
Use ANSI nulls, paddings and wamings.

Use the failover SQL Server ff the primary SQL Serveris not
available

< Back Cancel Help

15
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13.  Click on Next, then click on Finish. The ODBC Microsoft SQL
Server Setup dialog box is displayed:

ODBC Microsoft SQL Server Setup X

Anew ODBC data source will be created with the following
configuration:

Microsoft SQL Server ODBC Driver Version 10.00.14333

Data Source Name: NSS_DB_AD

Data Source Description: NSS_DB_AD
Server: W20165QL

Database: NSS_DB_AD

Language: (Default)

Translate Character Data: Yes

Log Long Running Queries: No

Log Driver Statistics: No

Use Regional Settings: No

Prepared Statements Option: Drop temporary procedures on
disconnect

Use Failover Server: No

Use ANSI Quoted Identifiers: Yes

Use ANSI Null, Paddings and Wamings: Yes
Data Encryption: No

| TestDataSource.. | oK Cancel

%

14.  Test the data source. If successful, click on OK.

SQL Server ODBC Data Source Test X

Test Results
Microsoft SQL Server ODBC Driver Version 10.00.14393

Running connectivity tests...

Attempting connection
Connection established
Verifying option settings
Disconnecting from server

TESTS COMPLETED SUCCESSFULLY!

16
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15.  Click on OK three times to reach the Logon to Database dialog
box.

File Records Edit View Options Help
BARRRG Q| TR EE

[where  |UseName LIKE A%

Netop Security Management

Logon to Database X
-

[] Create local test database

Data source [NsspED ]
Usears [rossdein |
Paca

16.  Specify the password and click on Logon.

17. In the Impero Security Server — Security Server Public Key dialog

box, click to Generate New Public Key.

18.  Click on the Generate New Public Key button.

19. Select the public key generated then click on the Copy to
clipboard button.

20. Click on Next twice.

21. In the Group Name (Private) field enter your domain and

specify it in the Confirm Group Name field.

22.  Click on Next. The Security Server list is displayed. The name of

your Security Server is displayed in the server field.

23. Click on Add to add your Security Server to the database, then
click on Next.

17
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24. Select Guests enter Directory Services username and password.
25. Click on Next and select Always the Workstation.
26. Click on Next, then close the Impero Security Manager.

Open a txt file and paste the Security Server Public Key you have

previously saved to clipboard.

18
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5 Launch the Security Server module and run the

setup wizard

1. From the Windows desktop go to the Start menu and select All

Programs > Impero Connect > Security Server.

It is required that you select to Run Host as specific user by checking

the Enable box.

2. Specify the Windows credentials that have been added to the Local

Administrators Group on this server.

In order for the Metop Security Server to query a Windows server for users
and groups you need to enter a valid user name, password and domain that
gives the Host (Security Server) adequate rights to do so,

—Run Host as spedfic user

¥ Enable

User name: I LocalAdminstrator
Password: I EEEBEERREE
Domain: | YourDomain

[~ Automatically change to random password every week

ok | Cancel | Hep |

3. Click on OK. The Impero Security Server Setup Wizard is displayed.

4. Click on Next.

19
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Netop Remote Control - Setup Wizard i’
Wizard Mode v
Select setup type. Netop
*+ pefault

Select this option to use a default setup.

" Custom
Select this option to enable a custom setup.

< Back I Next = I Cancel

Ly
5. Make sure that the Default option is selected.
6. Click on Next.
Netop Remote Control - Setup Wizard lj
Netop Host Startup Mode 4
Select how Netop Host shall be started Netop

{* Start with Windows

Select this option to load and start Netop Host minimized with Windows. Recommended to
enable Log On to Windows by remote control.

" Load manually
Select this option to load Netop Host manually.

< Back | Nﬂt> | Cancel |
g’

7. Make sure that the option to Start with Windows is selected.

8. Click on Next.

20
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9. Specify a secure password that can be used later to remote control
the Security Server from your Impero Guest. Make sure to confirm

the password.

10. Click on Next.

11.Make sure that you choose not to configure WebConnect by

selecting No.

12. Click on Next.

13.  Select the No, | do not want to register my Impero License now

option.
14. Click on Next.
15. Click on Finish.

16.  The Impero Security Server is now running. The Impero Security

icon appears in the system tray.

17. Right click on the icon and select Restore.

18. Go to the Tools menu and select Security Server Setup. The

database setup is displayed.

21
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19. In the upper-right corner of the page, click on the ellipsis button.
The Select Data Source page is displayed from where you select the

desired database.

Select Data Source L(J

File Data Source Machine Data Source

Data Source Name Type Description
NSS_DB_AD System NSS_DB_AD

New...

A Machine Data Source is specific to this machine, and cannot be shared.
"User" data sources are specific to a user on this machine. "System” data
sources can be used by all users on this machine, or by a system-wide service.

SQL Server Login l(_]
Data Source: NSS_DB_AD
IV Use Trusted Connection Ccel
Login ID: I: dmir Help
Password: I Options >>

20. Click on the Machine Data Source tab, select the

Impero_Security_Evaluation data source name and click on OK.

21.  No need to specify credentials; click on OK.

22. Click on the Logon button.

23. Wait until you see the Information Status: “Security Server

running.”

22
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24. Click on OK.

25. Restart the Impero Security Server.

23
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G Configure the Host to use Security Server

1. Open GUI of the Host you want to use with Security Server.

2. Make a note of the Host ID as it is displayed in the General tab. You
might want to use this ID later when making role assignments in the

Security Manager.

3. On the main menu click on Tools and select the Communication

Profiles option. The Communication Profile Setup is displayed.

-

Communication Profile Setup — -

Communication Profile List: Close

[] Internet d

[] Internet {TCP) Help

[] IPx

[[] ISDN (CAPT)

LAM (TCF)

[[] NetBIOS

[] MetBIOS over TCR/IP (1)
[] MetBIOS over TCRJIP (4)

ger

[T TCP/IP (TCP IPv&)

Mew | Edit | Delete |

4. Make sure that the TCP/IP communication profile is selected. Click on
it then click on the Edit button.

-
Communication Profile Edit

— Communication Information

Ok
Description of Communication Profile: |_I

[rce e
Cancel
Communication Device:
ITCPHP ;I [™ Use Dialup Metworking
Help |
~TCP/IP
Max packet size (MTU): I 2600 (512 - 5146 bytes) Advanced ... |

Optimize for internet icati
™ Optimize for internet commurication IP Broadcast list ... |

24
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5. Click on the IP Broadcast list... button.

-

IP Broadcast List i

—IP broadcast list

[~ Disable local subnet broadcast

Add

Edit

|

Delete

ok |

Cancel

Help |

6. Click on the Add button.

IP Broadcast List

Enter DMS name or IP address:

Ok

Cancel

7. Specify your Security Server's DNS name or IP address and click on

OK.

8. Optionally, you can select to Disable local subnet broadcast.

[v Disable local subnet broadcast

-
IP BroadcastList (3
—IP broadcast list
Add
Edit |
Delete |

o]

Cancel

Help |

9. Click on OK twice then click on Close. You are prompted to restart the

25
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Host.

v = - T —
Information - u

You must restart the program for the changes to take effect (2.g. click on the
"Restart” button).

L

10. Click on OK.

11.1n the main menu, click on Actions tab and select Restart.

12.  Once the Host’s status returns to running on the main menu click

on Tools and select the Log Setup option.

Log Setup | Netop Local I Netop Server ] Windows Event Log | SNMP Traps I

Log events:

™ Log Locally

IV Log on Netop Server

[~ Log to Windows Event Log
™ Log using SNMP Traps

[~ Custom Host name for all log events

[ |Add 1tem ~|

[ Custom Guest name for Connection and Session log events
[ |add 1tem

13.  Select the Log on Impero Server option.

14.  Click on the Impero Server tab.

26
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Log Setup | Netop Local Netop Server l Windows Event Log | SNMP Traps I

Select Events to view in list Events to log:

& View all Events Act: Execute Command ‘_:l Select All

" View Selected Act: File received
I™ Connectian Act: File Sent Deselect All
9 Act: Gateway Logon
Act: Help request cancelled
Act: Help request sent
Act: Host Reboot
Act: Host user logged off
Act: Inventory sent
Act: Keyboard and Mouse Assigned
Act: Keyboard and Mouse Revoked

~Host ID for log server

15.  Click on the Select All button to enable logging of all Impero

events.

16.  Click on the Browse... button. You are prompted to wait until the
Log Servers list is displayed. Your Impero Security Server is

displayed in the list.

[ Log Servers u

- il ee—
—Log server names Select I
YOLURSERVERNAME
Cancel |

17. Select the server's name from the list and click on the Select

button.

27
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Log Setup | Netop Local Netop Server | windows Event Log | SNMP Traps |

Select Events to view in list Events to log:

& View all Events Act: Execute Command ﬂ Select All I

" View Selected Act: File received

I ction Act: File Sent Deselect Al |
fs Act: Gateway Logon
E o Act: Help request cancelled
-
-

Act: Help request sent
Configuration Act: Host Reboot

Act: Host user logged off

Act: Inventory sent

Act: Keyboard and Mouse Assigned
Act: Keyboard and Mouse Revoked

—Host ID for log server
| YOURSERVERNAME

18.  Click on OK. The Impero Host is checking if the log server is

available.

19. On the main menu click on Tools and select the Guest Access

Security option.

Guest Access Privileges | Guest Policy | MAC/IP Address List Setup | Encryption | Smart Card |

~Guest Access Method

Use Netop Security Server v

i~ Netop Security Server
Public Key:

-——BEGIN PUBLIC KEY--—--
MIIBIjANBgkghkiGIw0BAQEFAAOCAQBAMIIBCgKCAQEASX 2r 2MBfhmiMHvzX6m4y
Grt9iPcz9/098sgAI4Faqts 2wi910 14VFoYpiY FQXGNBWq4Z0KISaWdpKxfButdzZ
1aCF8cCLwsVAhIpUSUv7GLY4/xoUMaYyFgxrgVULILIgGZeNc +csppAFSEGtYrS
6XkLxGuMvfkiABNe +eTYwCfkSjdkz0fW4IE6NIGHESZPS fa3pDiw 15gzN3Va+2Zr
YOviK78 +2s2F49RdHZxPAP4/SksOfdoMkiZ 118gXj6IDNFZSGIEnvTn4f4s /afm1
UTASU3iZ3pIQQB0 1nG3TaHkz3aLiQM 1wntT +-+r9bZz959fN/aTGMVuUQUDAII05q
qQIDAQAB

--——-END PUBLIC KEY--—-

28
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20. From the Guest Access Method drop-down list select the Use

Impero Security Server option.

21.  Copy and paste the Public Key from the Public Key text file that

you made while setting up the Impero Security Manager.

22. Click on OK.

29



SECURITY SERVER INSTALLATION GUIDE

7. Configure the Security Role Assignment

. Return to the Impero Security Server device and open the Impero

Security Manager application.

. On the left tree collapse Directory Services Definitions and select

Directory Services.

. Right-click on the right side of the window and select New.

. Specify the DNS name or IP address hosting the Directory Service,
then specify the domain name:

Locate X

® %

Address (DNS name or P address hosting the Directory Service)

inrclocal l

TCP/IP port number to connect to. LDAP prescribes 389 for standard,
and 686 for secure connections

|389 | [ Use a secure connection

Base DN
!dc:nl

Test

o

. Optionally, you can test if the Directory Service is found by clicking on

the Test button.
6. Click on Next.

Select the Encrypted bind option and specify the domain admin

account credentials:
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Credentials X

¥ L

[J Anonymous bind
[ Encrypted bind

User Name nssadmin I

Password loo seee ]

T e

8. Optionally, you can test the logon to Directory Services by clicking on
the Test button.

9. Click on Next.

10. In the Filters dialog box click on Apply default values for specific

service.
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11.In the Select Directory Service pop-up make sure to select Microsoft

Active Directory from the drop-down list.

F -1
User search filter ]
User| Select Directory Service X :I
User :]
Grou| Select a Directoty Service from the st below. If your Directory j
Service is not listed, the values can be filled in manually

ous ]
Meml  Microsoft Active Directory v :]
- m
cons Corce ]
I |

Computer browse filter [ ]

Apply defauk values for specific service
< Back Next > Cancel

12. Click on OK. The pop-up closes. Click on Next.

13. Click on Next again.
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14. Specify an alias for the Directory Service:

Service Name VS

When you refer to this Directory Service, you will be using an alias name,
which you can choose and modffy as you please here

Name ’nrc]ocd

[[] tem s disabled with Netop

oo [ ] | cos

15. Click on Finish.

16. On the left tree, collapse Security Settings and select Role

Assignments.

17. Right-click on the right side of the window and select New.

18. In the Select Guest Type dialog box select Directory Services
Group.
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Select Guest Type X

&

Please select which type of Guest you wish to insert

Guest:
- ( Windows group
(O Windows Group =Xy O Windows User No name
f (O Guest ID Group i (O Guest ID
Host:

3 Workstation
ago RSA SecurlD Growp g O RSA SecurlD User No name
‘ﬁ@DiQdovyServioesGmup L\:!_gODi'ec:telySeMcesUser

. Role
No name
O Evenybody
Press the Back button for details

<Back |[ Nedy | | Cancel
19. Click on Next.

20. Expand the Directory Service, search for the domain users’ group

and select it.

Insert a Directory Services Group as a Guest X
22 e
Enter LDAP fiter below:
Guest:
[ ] Filter

Directory Services group
CN=Domain Users,...
NRC.LOCAL

(=@ CN=Users,DC=nrc,DC=local A
8 CN=Alowed RODC Password Replication Group CN=Users.Dt
% CN=Cert Publishers.CN=Users,DCanre,DCocal
% CN=Cloneable Domain Controllers CN=Users. DC=nrc.DC=loca Host:
#& CN=Denied RODC Password Replication Group CN=Users, DC :
9 CN=DnsAdmins CN=Users,DC-nrc,DCocal Workstation
% CN=DnsUpdateProxy. CN=Users, DC=nrc,DCocal No name
- ‘ﬁ CN=Domain Admins CN=Users.DC=nrc,DC=ocal
8% CN-Domain Computess CN=Users,DC=nrc,DCocal
5% CN=Domain Controllers CN=Users.DC=nrc,DC=ocal Role
%% CN=Domain Guests CN=Users.DC=nrc,DC=ocal
s CN=Domain Users CN=Users, DC=nwc. DC<ocal SR
9% CN=Entemrise Admins.CN=Users, DC=nrc.DC=ocal
% CN=Enterprise Key Admins CN=Users. DC=nrc DC=local
% CN=Entemrise Read-only Domain Controllers CN=Users DCanr
% CN=Group Policy Creator Owners CN=Users,DCrrc DCslocal
45 Oy Adsva Clolien. DCorz DCobcol .
< >

[ ] [ oo

21. Click on Next.
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22. In the Select Host Type dialog box select Everyone and click on
Next.

23.In the Insert Role Assignment, the Full Control security role is

selected by default:

Insert Role Assignment X

¥ ®

Enter first characters below and select from list

!i I New Guest:

fFiiCotol | Directory Services group
No Access CN=Domain Users,...
Standard Role
Unassigned Hosts' Role NRC.LOCAL
Host:
Everybody
0:
Role
2: Full Control
Back Fi Cancel

24. Click on Finish.

You have now completed your first role assignment for testing.

If you have configured everything correctly, you can connect from your
Impero Guest to the Impero Host using Security Server authentication

and Security Server logging.
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