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Browser-based Support Console - HTTPS using self-signed certificate

Abstract

If SSL is enabled on the Netop Host, when running the Browser-based Support Console, a
warning message displays stating that the certificate is incorrect.

Introduction

If SSL is enabled on the Netop Host, to run the support console, open a browser and type

https:// and the IP address or Computer Name of the target device (e.g. https://192.168.1.10 or
https://target-device).

When loading the page, you will be prompted with a message saying that the certificate is not
correct.

[ SSL Error

| €& C | [ bi#rs//192.168.200.200:444 7

The site's security certificate is not trusted!

You attempted to reach 192.168.200.200, but the server presented a certificate issued by
an entity that is not trusted by your computer's operating system. This may mean that
the server has generated its own security credentials, which Chrome cannaot rely on for
identity infarmation. or an attacker may be trying to intercept your communications.

You should not proceed, especially if you have never seen this warning befare for this
site.

’ Proceed anyway] [ Back to safety

»Help me understand

This is a result of a self-signed certificate, one not provided by a certified authority (e.g. from
VeriSign or the like). This is normal behavior, but you will need to accept the certificate to
establish a remote session. Despite this warning, all data, when https:// is used, is encrypted.

In order to have this screen not show up, go through the following steps.

Retrieve the self-signed certificate

1. Open a browser and type https:// and the IP address or Computer Name of the target

device (e.g. https://192.168.1.10 or https://target-device). A warning is displayed stating that
the certificate is invalid.

2. Click the lock icon in front of the URL address.
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https://target-device/

Browser

[ SSL Error ) x

ased Support Console - HTTPS using self-signed certificate

|(— c @(httﬁ:_.-"'_.-"'192.168.2[}0.2[}[}:444

192.168.200.200
Identity not verified

Permissions Connection

% Thg identit}r of this website has not been
verified,

+ Server's certificate does not match the URL.

« Server's certificate is not trusted,
Certificate information bR
«— 2

B ‘our connection to 192.168.200.200 is
encrypted with 256-hit encryption,

Site information
You have never visited this site before today.

What do these mean?

tificate is not trusted!

but the server presented a certificate issued by
ter's operating system. This may mean that
sredentials, which Chrome cannot rely on for
trying to intercept your communications.

have never seen this warning before for this

Click Certificate information link to view certificate details.

General | Detads | Certification Path

Bl Certificate Information

This CA Rool certificate is not trusted. To enable trust,
imstall this certifscate in the Trusted Root Certification
Authormties store.

Issued too

Issued by

Vald from 8/ 26/ 2013 to 8/ 26/ 2014

Learn more sbout fertficated

Cotrae R
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3. Export certificate to the host computer. In order to do that, go to the Details tab, click Copy
to File button and complete the Certificate Export Wizard.

Import the certificate
The certificate can be imported using a Group Policy — Click here for step by step instructions.
If not, it can be imported manually on every device using the following steps:

1. Go to the Windows Certificate Manager (that is, certmgr.msc) section Trusted Root
Certification Authorities > Certificates, right-click on Certificates and select All Tasks >
Import.

= certmgr - [Certificates - Current User\Trusted Root Certification Authorities\Certificates] E@g

File Action View Help
e | x@H 0ol H=

Iﬁl Certificates - Current User Issued To £ Issued By =
> [E Personal 5] AddTrust External CA R AddTrust External CAR
| Trusted Root Certification Au rust bxterma oot rust Bxtemna oot
o Lr.uc tificat [ America Online Root Certificati,. America Online Root Certification...
= EJt £ _I |c-? All Tasks k | Import... Baltimore CyberTrust Root E
> nterprise Tn
= Interr':ediate - ublic Primary Certificat... Class 3 Public Primary Certificatio...
* 3
. I Active Direct e Public Primary Certificat... Class 3 Public Primary Certificatio...
. [ Trusted Pub Refresh Public Primary Certificat... Class 3 Public Primary Certificatio.. —
» =] Untrusted C Export List ght (c) 1997 Microsoft C...  Cepyright (c) 1997 Microsoft Corp.
» [ Third-Party e Danware
o 7] Trusted Peo Help t Assured ID Root CA DigiCert Assured ID Root CA
» || Other People =/ DigiCert High Assurance EV Ro...  DigiCert High Assurance EV Root ...
" & [ Certificate Enroliment Reque|| 53l DK-DWD-DAN-DC01 DK-DWD-DAN-DCOL
» || Smart Card Trusted Roots [ DK-DWD-DAN-DCOL DK-DWD-DAN-DCOL
! [l Entrust.net Secure Server Certifi... Entrust.net Secure Server Certifica...
Equifax Secure Certificate Auth... Equifax Secure Certificate Author
q q
|Z Genevalogic AG Genevalogic AG
] —la~ [l L W k. 1 - [ s oA anm ol
‘| m | [N n | 3

Trusted Root Certification Authorities store contains 38 certificates,

2. Import the previously saved certificate. In order to import the new certificate, complete the
Import Certificate Wizard.

Note: For Mac go through the steps described here in order to retrieve and import the certificate.

Once the certificate is imported into the Certificates Manager, when connecting to the host, the
certificate warning message will no longer display. Please note the warning message displays if
the Host certificate is regenerated in one of the following situations:

e Host reinstallation
o Certificate expired

e Certificate became invalid for varied reasons.

Note: The certificate was issued for the Host computer name, therefore once you have imported
the Host certificate, connect to the Host using the computer name https://<host computer
name>. Otherwise, the security certificate warning will be displayed again.
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What do on Firefox

Firefox provides an easier way for importing the certificate.

When first loading the page click Add Exception... under | Understand the Risks

é & hups.//3
18 Most Visited || Getting Started | Suggested Sites | | Web Skice Gallery

a This Connection is Untrusted

You have asked Firefox to connect securely to 192.168.200.200:444, but we can't confirm that your
connection is secure.

Normally, when you try to connect securely, sites will present trusted identification to prove that you
are going to the right place. However, this site’s identity can't be verified.

What Should I Do?

i you usually connect to ths site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn’t continue.

| Getme outofhere! |

Technical Details

I Understand the Risks

I you understand what's going on, you can tell Firefox to start trusting this site’s identification. Even if
you trust the site, this error could mean that someone is tampering with your connection.

Don't add an exception unless you know there's 3 good reason why this site doesn't use trusted
identification.

Click Confirm Security Exception
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i h
Add Security Exception ﬁ

You are about to override how Firefox identifies this site.

¢ f I. -} Legitimate banks, stores, and other public sites will not ask you to do this.

E——

Server

Location: I https://] I [Eet Certiﬁcate]

Certificate Status
This site atternpts to identify itself with invalid information. View...

Wrong Site

Certificate belongs to a different site, which could indicate an identity theft.
Unknown [dentity

Certificate is not trusted, because it hasn't been verified by a recognized authority
using a secure signature.

Permanently store this exception

lgonfirm SecurityExceptionl l Cancel ]

\ 4|

Browser Behavior after importing the certificate
The browser behavior will be the same as with a CA certificate, except:
e Chrome (Windows & Mac) - displays https instead of https

e Firefox (Mac) — security screen is still displayed after certificate import. You will need to use
Add exception in order to remove all notifications.
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