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1 Overview

This guide is intended to explain how to use the Impero Connect Portal.

1.1 Connect Portal

The Portal has two primary functions:

e Communication relay — the Portal acts as a secure relay service to
connect the Guest and Host modules.

e Management console - the Portal provides a browser-based interface
that allows users to:

o Manage access control

o View connected devices (Hosts)

o View audit logs

o Create remote sessions using a lightweight support console

1.2 Technical requirements - Portal website

The Portal provides a browser-based interface. Here is a list of supported

browsers and versions based on the operating system.

Operating Supported Browser
System

Windows Chrome latest version, Firefox latest version, and
Microsoft Edge based on Chromium and Internet Explorer
1.

macOS Chrome latest version, Firefox latest version, and Safari
latest version.

Linux Chrome latest version, Firefox latest version.
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1.3 Technical requirements - OnDemand Sessions web
client

The OnDemand Sessions functionality in the Portal requires a web
browser on the client-side. Here is a list of supported browsers and

versions based on the operating system.

Operating Supported Browser
System

Windows Chrome latest version, Firefox latest version, and
Microsoft Edge based on Chromium

macOS Chrome latest version, Firefox latest version, and Safari
latest version.

Linux Chrome latest version, Firefox latest version.

1.4 Technical requirements - OnDemand Sessions
desktop application

The OnDemand Sessions functionality in the Portal requires an
application to be executed on the device to be controlled. Here is a list of

supported operating systems and platforms for that application.

Operating Supported Platforms
System

Windows Platform: 32 & 64-bit
Windows 10: Home, Pro, Enterprise and Education, loT
Windows 8.1: Professional, Enterprise
Windows 8: Professional, Enterprise
Windows 7: Starter, Home Basic, Home Premium,
Professional, Ultimate, Enterprise (SP 0,1)
Windows Server 2019: Essentials, Standard, Datacenter
Windows Server 2016: Standard, Datacenter
Windows Server 2012 R2: Foundation, Essentials,
Standard, Datacenter
Windows Server 2012: Foundation, Essentials, Standard,
Datacenter

macQOS macOS 10.11 El Capitan
macOS 10.12 Sierra
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macOS 10.13 High Sierra

macOS 10.14 Mojave

macOS 10.15 Catalina
i0S i0S 13

iOS 14 or higher
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2 General
2.1 Authentication

To log into the Portal, use the link and the credentials you used to set up
the trial account:

1. Enter the username and click on Next.

O Connect

2. Enter the password and click on Next.

O Connect

If multi-factor authentication is enabled for your account, it is necessary
that you enter the code sent to you via email as a second factor of

authentication in the Portal.
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O Connect

Email Code

If you do not have access to your e-mail account, you can use the

recovery codes to sign in.

O Connect

Email Code

Refer to the Generate recovery codes sub-chapter for details on how to

generate recovery codes.



Impero Connect Portal User’s Guide

If LDAP authentication is set up for your account, authenticate in the
Portal using the following username format: domain identifier\LDAP

username and the domain password.

p &

O Connect

If ADFS / Azure AD is set up, the steps are the same as for LDAP
authentication. The authentication is done on the customers' ADFS /

Azure AD authentication page.

The Portal now uses the reCAPTCHA v2 invisible feature offered by
Google as a means of protection against fraudulent attempts to logins,
activities, spam, and abuse. The reCAPTCHA feature is designed to be
friendly to humans. It uses advanced risk analysis techniques to
differentiate humans and bots apart from each other in order to protect the

Portal from spam.

2.1.1 Forgot Password

To reset your password, on the login page, specify your username and click

on the Forgot your password? button. In the Recover password window,

enter the email address associated with your Portal account and click on
the Send button. You receive an email with instructions on how to change

your password.
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NOTE: The forgot password functionality does not work for LDAP, ADFS or
Azure AD authentication. To recover your domain password, contact your
system administrator.

2.2 User Interface

The graphical interface has three main areas:

e Menu sidebar (on the left) - allows you to navigate through the Portal.
The sidebar menu can be collapsed to increase the usable area of your
display, by clicking on the collapse button that can be found at the

bottom of the sidebar menu.

« Connect (D) DASHBOARD 2 Contactimpero = Purchase

10
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e Title bar (on the upper side) - allows you to perform general actions
like contacting support, accessing the My profile page, OnDemand

sessions, number of devices enlisted, number of users, and log off.

e Content area (right of the menu bar) - displays information such as
devices and users, activity, account information, documentation, and

recent updates.

s Connect () DASHBOARD 2 Contact Impero

@ Account info (21 Recent updates
" X Sseptember Tth, 202

compan,

- Wednesday, Septembe

11111111

2.2.1 Filter Information

You can filter the information displayed in the content area by using the
filters available on each column header (in case a listing is displayed).
Using the filter improves the ability to locate specific items within the

listings.

Clicking on the Filter icon on a column header displays an advanced filter,

which allows you to select the filter criteria.

11
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For example, you can use the Blanks filter option to help identify the users

and devices that aren't part of a group.

s Connect &% USERS % Contactimpero = Purchase 181909 s 7208 -

@& Dashboard All Users.

By, My sessions

L) My devices ¥ A ¥ v Group n N

O My mobie devices Q Finer by group N O —
blanks

® W
8 Users

: IC—
2 Davices

o
85 Growps

[°]

o]

@

o

= _blank_i % D-ascip.

NOTE: When you filter by device group, you only see the device groups
that you have permissions for.

2.2.1.1 Multiple filters

You can set multiple filters to a listing.

‘-S'a't.a Active % | |__\-'r:»r Account Owner X | Clear all the filters

Name Group T Authentication method T Modified T
@ Marius Neagu (mana_s Account Owner - INTERNAL 2016-06-29 12:22:41
Show Rows 10 - Goto page 1 1-1o0f1 < @ )

2.2.1.2 Reload listing and clear filters

To remove a filter, from above the current listing, click on the filter you
want to remove. You can also reload the current listing and clear all the

filters.

12
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2.3 User Profile

You can view your Portal profile details by clicking on the Username
button in the title bar.

« Connect ] MY DEVICES £ Contactimpero = Purchase

All Devices > Download

in @ Al
# Hostrame Al sos AWs  Growp o9 s
E .
= s |- IS @ ommoms  osrecmy s

The My Profile tab displays information on the profile of the user currently

logged in.

s Connect & PROFILE 2 Contactimpero ' Purchase 18/999 72094 -

@ Dashboard Andrei

First name

Muiti-Factor Authentication Nong

OnDemand Sessions

User type

eraurt remate control action

13
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2.3.1 Edit Profile Details

You can change your profile details by clicking on the Edit profile button.
The profile details become editable, except for the username which is non-
editable.

First Name User's first name.

Last Name User’s last name.

Email The email address to which the user receives notifications
from the Portal and the multi-factor authentication code
(if enabled).

Email (MFA) Enables or disables the multi-factor authentication for the
User.

Default Possible options:

remote e Control through Guest

control e Control through browser

action

The option that you set here as the default remote control
action is the one that is displayed in the My devices tab
when you want to start a remote control session with a
device.

Make the profile updates that you want and click on the Save button to

store the updates.

NOTE: LDAP, ADFS and Azure AD users cannot edit their Portal profile.
2.3.2 Change Your Password

To change your password, go to your profile and click on the Change

password button.

NOTE: LDAP, ADFS and Azure AD users cannot change their password
from within the Portal.

14
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Enter and confirm a new password for your account.

A password is valid if it agrees with the following rules:
minimum of 8 characters

at least one uppercase letter

at least one lowercase letter

at least one numeric character

For the updates to take effect, click on the Save button.

2.3.3 Generate recovery codes

Recovery codes are used to log in to the Portal if you have multi-factor

authentication enabled.

To generate the recovery codes:
1. Log in to the Portal.
2. Go to My profile.

3. Click on the Generate new codes button.

« Connect & PROFILE £ Contactimpers = Purchase 5/8 72194 -

Andrei

uuuuuuuuuuuuuuuuuuuuuuuuu

nnnnnnnnnnnnnnnn

Generate new codes

15
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The recovery codes come in sets of 10. You can generate a new set at any
point. When generating a new set of recovery codes, the previous set
becomes automatically inactive. Also, after you've used a recovery code to

sign in, the recovery code becomes inactive.

RECOVERY CODES

If you don't have access to your email, you can use recovery codes to sign in.

4567-8912 1234-5678

You can print the codes or download them on your computer. We

recommend you keep the recovery codes safe due to their sensitive

information.

16
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3 How to remote control a device

The My devices and My sessions tabs list the online devices for which

you have access permissions as defined by the applied role assignment(s).

Refer to the Roles and Role assignments sub-chapter for more information.

If there is no device attached to the account, the options for installing the

Host are displayed.

To remote control a device, users can:
e Use the My devices tab to connect to an installed Host through an
installed Guest (Support Console) or by using the Control through

browser option. For more information, refer to the My devices -

permanent devices (attended and unattended) subchapter.

e Use the My sessions tab to connect to an OnDemand Session to
temporarily access a Windows, macOS or iOS device through the
browser option. For more information, refer to the OnDemand Sessions
subchapter.

e Use the My mobile devices tab to connect to a Host mobile device.

For more information, refer to the My mobile devices subchapter.

To connect to a Host device through the Guest (Support Console), it is

necessary that you download and install it on your device.

The Guest (Support Console) application can be installed on the
following operating systems:

e Windows

e macOS

e Linux

17
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Supported actions depending on the Host

Host operating system L Actions

Windows - Remote Control
- File transfer
- Remote management (*)
- Chat (*)
Linux & macOS - Remote Control
- File transfer
* Guest version 12.70 or higher is required

You can download the Guest (Support Console) application on your

Windows device from the My devices tab.

18
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3.1 My devices - permanent devices (attended
and unattended)

Through the My devices tab you can:

e Remote Control a Host device through the Guest (Support Console)
e Remote Control a Host device through the browser

e Use the File transfer feature

e Use the Remote management feature

e Use the Chat feature

To view or use these options click on the dropdown menu button near the

Remote control button.

W Connect L = ] MY DEVICES X Contact Impero = Purchase 19/999 De sers:5/5 De 74194 -

All Devices > Download Guest (Support Console) + |

NOTE: Using either the File transfer, Remote management, Chat
feature, or Control through Guest option, launches the Guest (Support
Console) application.

3.1.1. Target device - Host setup
3.1.1.1 Windows 7 or later

Depending on your needs, you can:

¢ [nstall the Host on the device that you are on

e |nstall the Host on another device

e Automatically install the Host using a mass deployment tool

19
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Install the Host on the device that you are on

To install the Host on the device that you are on, proceed as follows:

1. Go to the My devices tab.

s Connect ] My DEVICES 2 Contactimpero = Purchase 181999 73094 -

@ Dashboard All Devices 7> Download Guest (Suppert Consale) v Add device v
!‘1 My sessions =
n @ A st
4 Hostname ¥ Status Alias. Group Y
@ Remote control . =] a
2. Click on the Add device button
. .
[_] My DEVICES £ Contactimpero ' Purchase 181909 73784 -

All Devices [ Download Guest (Support Gonsole)

# Hostnamo ¥ Status Alias Group ¥

20
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3. Click on the Host installer button.

« Connect ] my DEVICES 2 Contactimpero = Purchase

All Devices
Seschin @ Allfeids ) Hosiname | | Alss | Operating sysh
B Remote contol | - | ® o esH 7 a

4. When there is more than one deployment package defined in your
account, you are redirected to the Downloads page. Select the
deployment package and click on the Online installer button for the

download to start. Otherwise the online installer is downloaded

.
automatically.
s Connect DOWNLOADS % Contsctimpsro ' Purcnsss o e 815 arss -
e  sepioymant o
@ Dashboard
Deployment packages w= i Add depioyment package

Enroliea

portal-staging.netop.com/account/.. /order% 58name %5 D=ascApage=3&perPage=10

21
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5. Click on the downloaded executable file.

« Connect DOWNLOADS

@ Dashboard

Deployment packages

d using the ¥ an sach colum

The installation process begins, and it only requires that you accept the
Acceptable Use Policy.

6. When the installation process is finished, the Host automatically
connects to the Portal.

TV iImpero Host - Running = _|_ ﬂ
Eile  Wiew Action Session Tools Help
i me | Ko s | Rt

Genaral |Co1nacnonn| Hsmry| Semvices | Communicaton | Names | Messages

Status

[ Rusning

tost B

| peskTOP-37GELT?

Address

3.1.1.2 macOS and Linux
3.1.1.2.1 macOS

The Host for macOS window contains most of the Host for Windows
window elements, but the Host for macOS is limited in functionality when

compared to the Windows version and the setup is organized differently.

22
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The Host for macOS enables a remote Guest to connect through the
TCP/IP, TCP/IP (TCP), HTTP, WebConnect, WebConnect 3 and the Portal
communication protocols to remote control the Host for a macOS device,
transfer files between the computers, and run a typed text chat session

between the computer users.

Prior to installation, verify that your computer meets the technical

requirements. For more information, refer to the macOS system

requirements knowledge base article.

NOTE: To be able to install, make sure that the user logged on to the
computer is a local admin account. Using a domain account with local
admin privileges does not work.

You can download and install the Impero Connect for the supported

macQOS versions from the files found on the Impero download page.

Open the relevant .dmg file downloaded from the Impero website and
double-click on the resulting . pkg file to display the installation wizard that
guides you through the Impero installation. Accept the license agreement
and specify the licensee name and the Impero license number when

prompted.

The Host includes the Host Program for macOS. The Host Program for

macOS loads and initializes when the computer operating system starts.

To use the Host on macOS 10.14 and above, the Host requires the
following permissions to be granted manually by the user:
e Accessibility

e Screenrecording

NOTE: The Screen recording permission applies to macOS 10.15.

23
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e Full Disk Access

N

If you need to remote control this device,you need to grant Impero Host some permissions.

Accessibility

Impero Connect requires Accessibility access so your mouse and keyboard can be

controlled remotely. Accessibility... @

Screen Recording

Impero Connect requires Screen Recording access so remote users can see

. 5 Screen Recording...
your screen in Remote Control sessions. 9 ®

Full Disk Access

Impero Connect requires Full Disk Access to access files and folders on your

Mac for File Transfer. Full Disk Access... @

For more information, click here

NOTE: The Host only prompts you for the unset permissions. You are
prompted to grant these permissions manually after you successfully install
the Host, start or restart the Host.

[ Permissions required by Impero Host

~

If you need to remote control this device,you need to grant Impero Host some permissions.

Full Disk Access

Impero Connect requires Full Disk Access to access files and folders on your

Mac for File Transfer. Full Disk Access... (D

For more information,click here

To grant the Screen Recording permission, proceed as follows:
1. From the Apple menu, select System Preferences.
2. Click on the Security & Privacy icon.

3. Click on the Privacy tab at the top of the Security & Privacy window.

24
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4. From the Security & Privacy window, select Screen Recording.
5. Click the lock to make changes.
6. To enable the Screen recording permission for the ImperoHost, check

the ImperoHost checkbox.

NOTE: The ImperoHost application is added to the list only after the first
attempt to connect from a Guest to the Host.

To grant the Full Disk Access permission, proceed as follows:

1. From the Apple menu, select System Preferences.

2. Click on the Security & Privacy icon.

3. Click on the Privacy tab at the top of the Security & Privacy window.
4. From the Security & Privacy window, select Full Disk Access.

5. Click the lock to make changes.

6. To add the ImperoHost, click on the + sign.

7. Browse for the ImperoHost.

8. Click on Open.

The grant the Accessibility permission, proceed as follows:

From the Apple menu, select System Preferences.

Click on the Security & Privacy icon.

Click on the Privacy tab at the top of the Security & Privacy window.
From the Security & Privacy window, select Accessibility.

Click the lock to make changes.

T B N

To enable the Accessibility permission for the ImperoHost, check the

imperohost checkbox.

NOTE: You cannot add the Accessibility permission manually. If you
remove the Accessibility permission for the “imperohost”, you cannot set
it back again until you reinstall the Impero Host.

For more information on the macOS permission, refer to the following

knowledge base article.
25
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The Host GUI for macOS does not start when the Host Program for macOS

loads.

If the Host Program on macQOS loaded, select Applications/ImperoHost to
start the Host GUI for macOS.

[ ] @ Impero Host

> - n E g":"’\ EEV

History | Services | Communication | Names

Status
Running
Host ID
loanas-MacBook-Pro.local
Host UUID
dedc38bec24559247371fe7925f0abab30ce2a94
Address

192.168.201.6

To unload the Host GUI for macOS to hide the Host on the macOS

window, exit the ImperoHost application.

The Host for macOS window contains most of the Host for Windows
window elements, but the Host for macOS is limited in functionality when

compared to the Windows version and the setup is organized differently.

The Host for macOS enables a remote Guest to connect through the
TCP/IP, TCP/IP (TCP), HTTP, WebConnect, WebConnect 3 and the Impero
Portal communication protocols to:

e remote control the Host

e transfer files between the devices

e run a typed text chat session between the computer users

26
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To change the setup options of the Host, click on the Options button from

the toolbar or on the Tools menu.

@ [ ] Impero Host Configuration - Login

Select account for changing configuration

Username netop

Password

ok O

Specify a valid macOS username. To change the setup options of the Host,
make sure that the user has the privileges to edit the

/Library/Application/Support/Impero/host/host.xml file.

27
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Type the corresponding password and click on the OK button. The Impero

Host Manager is displayed.

eC e
NetopHost Attribute
& NetopHost Portal Address
<% Configuration Name
%, Local configuration Enroliment Key
Enable

= Addresslists
E#
% Host computer
% Communication
£ Modem definitions
42 Network listen

Impero Portal

¥ General
™ Names
& Security
Help requests
Debug Log
Event Log
Tunnel Configuration
Host Monitor
* Guest users

2 Security

o I

Impero Host Manager

v | Value
connect.backdrop.cloud
Impero Portal
09CMd8II8As533zIcAwFFraqgejo8NDsboWA...

Enabled

28
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3.1.1.2.2 Linux

The Host includes the following programs:

Impero Host Daemon (imperohostd) - The Impero Host Daemon
runs when the computer operating system starts. A user with system
user privileges can start and stop the Impero Host Daemon.

Impero Host Program (imperohost) — The Impero Host Program
loads and starts when the Impero Host Daemon loads. If started, the
communication is initialized enabling a Impero Guest to connect. A user
can typically control the Impero Host Program from the Impero Host
GUL

Impero Host GUI (imperohostgui) — The Impero Host GUI displays
the Impero Host graphical user interface. It does not automatically load
when the Impero Host Program loads. A user can load and unload the

Impero Host GUI.

NOTE: Only a user with system privileges can make changes to the Host
program options.

The Host uses the following communication protocols to connect to the

Guest:

e Portal

e Internet (TCP)

e LAN (TCP)

e UDP

e HTTP

e WebConnect and WebConnect3

The Host can be installed on a Linux device via:

e Software Installer
e Terminal
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Before you install the Host, make sure that your computer meets the
following minimum technical requirements. For more information, refer to

the following knowledge base article.

To download the Impero Connect application for the supported Linux

distributions refer to the Impero download page.

e The download page includes separate installation or archive files for the
Guest and Host depending on your Linux distribution.

e The archive file contains the following files:
o ca-certificates.crt
o eula.txt
o install.pl
o installpubkey
o0 netop.pub
o netop-*.deb | netop-*.rpm (based on the Linux distribution in

use)

install.pl is a Perl script file that handles the installation process via the

terminal.

To list all the parameters of the install.pl Perl script, use the following

command:

install.pl --help

install.pl parameters table:

Function —— Command

[--help] Prints the help message and exits.

[--version] Prints the version info and exits.

[--serial <serial>] Installs Impero Guest | Impero Host with the
<serial> number license key.

[--debug] Turns debugging on.
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[--license]

Prints the Impero License.

[--autoinstall]

Non-interactive installation assumes that you agree

with the Impero License.

Example:

For the non-interactive Host installations, use the following command:

3.1.1.2.2.1 Install the Host via the Software Installer

To install the Host via the Software Installer, proceed as follows:

1. Go to the file path of the extracted Host.

2. Double click on the impero-host *.deb | rpm installation file. The

following window is displayed.

Activities @& Ubuntu Software ~

'S P
3 impero-host

V Impero Host

Install

Details

S F Do H &

12.90-0ubuntut

Updated  Never

License Proprietary

Vi11:47

impero-host

is @ commercial program which allows remote users to see and share another user's actual desktop for
purposes such as technical support, troubleshooting, cooperation, server management, etc. Impero is
not free software, you need to purchase a license to use or copy Impero. Redistribution NOT permitted.
Trial available upon installation. Run configure.pl after installation (From fetc/NetopHost/cFg/).

Source impero-host_12.90-0ubuntu1_amdé4.deb

Download Sigbytes

3. To install the Host, click on the Install button.

4. Specify the password for authentication.

3.1.1.2.2.2Install the Host via the terminal

To install the Host via the terminal, proceed as follows:

1. Go to the file path of the extracted Host.

2. Open up a terminal window.

3. Use the following Perl script to initiate the installation process:

sudo perl install.pl
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4. As part of the installation process, it is necessary that you accept the

Acceptable Use Policy.

Activities [ Terminal ¥ Vi 11:49
s andrei@home: ~/Desktopfimpero-host-12.90-ubuntu-64bit

File Edit View Search Terminal Help
IMPERO ACCEPTABLE USE POLICY

PLEASE READ THE TERMS OF THIS POLICY CAREFULLY BEFORE USING THE SOFTWARE. This

AUP governs your use, acc and distribution of the products provided to you b

y Impero (the “Software”), as well as any other services or activities provided
to you (together, the “Services™). By using our Services, you confirm that you

accept the terms of this policy and that you agr to comply with them. If you
do not agree to these terms, you must not use our Services.

Who we are and how to contact us

The site www.imperosoftware.com and its related Services are operated on behalf
of the Impero Group. The Impero Group forms part of any and all subsidiary com
panies of Impala Bidco Limited, a company incorporated in England and Wales wit
h registration number 10878303, registered at Oak House, Mere Way Ruddington Fi
elds Business Park, Ruddington, Nottingham, England, NG11 63S, consisting of Im
pero Companies and Netop Companies, as identified in the Organisation Structure
, available at https://www.imperosoftware.com/uk/policies-terms/.

To contact us in relation to this AUP, please email legal@imperosoftware.com

Prohibited uses

EIER X: XN |

You may use our Services only for lawful purposes. You may not use our Service

5. Specify the type of license you want to use for the Host. The following
options are available:
a. Portal — all communication happens using the Portal (an Impero
Portal account is required)

i. Specify if you have a Portal account.

es [ Terminal ~ Vi1
andrei@home: ~/Desktop/impero-host-12.90-ubuntu-64bit
File Edit View Search Terminal Help
governing law of the contract shall be the substantive law of Dubai, United Ar
ab Emirates. In any arbitration commenced pursuant to this clause, the number o

f arbitrators shall be one; and the seat, or legal place, of arbitration shall
be the Dubai International Financial Centre (Dubai, United Arab Emirates).

UK, EU, Rest of World. If you are based anywhere else in the world and contract
ing with any other of the Impero or Netop Compan , then the AUP is governed b
y the law of England and Wales and each of us expr ly and unconditionally sub
mits to the exclusive jurisdiction of the courts of England and Wales

We may make changes to the terms of this policy

We may update this AUP over time as we deem necessary and appropriate in respon
se to legal or regulatory changes, technology advances, or as we identify new f
orms of behaviour which pose a risk to our users, shared systems, or is inconsi
stent with our or our customer’s legal obligations

Last updated: 8th September 2021.
Do you accept this license? [yes/No] >y

[3] Which type of license do you want to use for Impero Host? [T]rial [/ [plorta
1 / [c]ustom: p
Validating license ...
License key validated OK.
Your license has been saved.
Do you have a Impero Portal account? [yes/No/quit] :I
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ii. Specify the enrollment key for your Portal account.

Activities [ Terminal ~ Lu 10:28 SO~
s root@john-VirtualBox: ~/Downloads/wetransfer-ab5ac7/netop-host-12.81-ubuntu-64bit:

-

File Edit View Search Terminal Help

to the Licensed Software. Netop Business Solutions may use this information, as
loeng as it is in a form that does not personally identify You, to improve its

products or to provide services or technologies to You.

108. Contact Information. Should you have any questions, complaints or claims wi
th respect to the Agreement, please contact us at Netop Business Solutions A/S,
Bregnerodvej 127, DK-3460 Birkerod, Denmark or +45 4590 25 25 or info@netop.co
m.

11. Vendor signing. For the Android version of Netop Mobile and Embedded it is
explicitly prohibited for end-users or any other to vendor sign or cause vendor
signing of this module and thereby enabling this module to reach necessary sys
tem resources needed for the viewing of the screen and injection of input te th
e devices, that it otherwise could not reach. Doing so immediately revokes the
license to use this module.

Do you accept this license? [yes/No/quit] =>yes

, [3] Which type of license do you want to use for Netop Host? [T]rial / [p]ortal
£/ [clustom:
p
Validating license ...
License key validated OK.
Your license has been saved.
Do you have a Netop Portal account? [yes/No/fquit] =y

eee
+es Enrollment S |

b. Trial —a 15-day fully-featured trial.
I. Specify if you have a Portal account.
ii. Specify the enrollment key for the Portal account.

c. Custom - specify the required license after buying the product.
i. Enter the License key for the Host.

NOTE:

e You are prompted to specify a license key.

e If you do not specify a license key, Host automatically installs
itself in Trial mode.

ii. Specify if you have an Portal account.
iii. Specify the enroliment key.

NOTE: The Linux Host version 12.79 and above allow you to connect to
a UNIX device through the Portal and Windows Guest.
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3.1.1.3 Windows XP & Vista

To install the Host on Windows XP & Vista, proceed as follows:
1. Go to the Portal under Settings > Downloads and click on the

deployment package to retrieve the Enroliment key.

Package details

Name a new package
Status @ Active
Description

Valid from 2018-03-01

Valid to

Valid for Unlimited devices

Enroliment key |

2. Download the Host online installer from the following link.

3. Install the Host online installer.

NOTE: You can manually install it on the device you use or use a mass
deployment tool. Refer to the following knowledge base article for more
information on how to mass deploy the Host.

4. Configure the Host to use the Portal communication profile in the Setup
wizard with the default address and the above enrollment key. You can
also add a new Portal communication profile from Tools >

Communication profiles > New.

Communication Profile Edit

X
r~ Communication Information
ok |
Communication Profile description:

I Impero Portal
Cancel

Communication Device:
IImpero Connect Portal LI

Help |

—Impero Connect Portal

Address: I connect.backdrop.cloud

Enrollment Key: I
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3.1.2 Technician device

Technicians can use one of the following options to control a target device:
e Connect through Guest
e Connect through browser (Browser Based Support Console)

3.1.2.1 Connect through Guest

The Guest (Support Console) application is supported on the following

platforms:

e Windows 7 & higher

e macOS

e Red Hat Enterprise 7.x / CentOS 7.x
e Ubuntu 16.04 /18.04

e SUSE Enterprise 12.x

To download and install the Guest (Support Console) application on a

Windows device, proceed as follows:

1. Go to the My devices tab.
2. Click on the Download Guest (Support Console) button.

« Connect [ My DEVICES £ comaet

NOTES:
e Supported Windows versions: Windows 7 & higher
e Administrator permissions are required for the installation

e No license is required for the Guest (this is a Portal only installation,
which means that the Guest only works with a Portal communication
profile)
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When the Guest is installed, any previous Guest installations are
removed from the machine together with their corresponding settings

3. Click on the Windows option.

« Connect ] My DEVICES £ Contactimpero = Purchase 181999 5 73194 -

@ Dashboard All Devices

B, My sessions
2 “

[ my pEVICES £comactimpsro | w Purchase : R—— -

All Devices 1> Download Guest (Support Console) ¥

Add device ¥

36



Impero Connect Portal User’s Guide

5. Click on the Finish button to finish the installation process.

(G Impero Guest — O *
File Connection Edit View Tools Help
: A . =~ ¥ P r ‘ o . \ \ —
A28 M PR % 6B 5 @ )T
(G} Phonebook "1 Quick Connect € Recordings
Host Communication profile
Name:
1 v] Portal v
Edt.. | New.. Log out
Connect @ Filter LQ Connection Properties... 4 FHeload
Hosts list (last updated at: 1:50:15 PM)
HostID User Name Unigue Host ID Operating System
s RO-DEV-ANCU [Mo User] 225¢76bd057287bb... Microsoft Windows 10
e, DESKTOP-6QQAF... crist dfd00230ef508d0a...  Microsoft Windows 10
< >
| |2 4

For more information on how to download and install the Guest (Support

Console) application on a macOS or Linux device, click on one of the

following links:

e Linux Quick Install Guide
e macOS Quick Install Guide
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3.1.2.2 Connect through browser (Browser Based Support Console)

To connect to a Host device, click on the Remote control button near the
online device. The Remote control button launches the default remote

control action that it has been set to.

For more information on the Browser Based Support Console, refer to

the Browser Based Support Console User's Guide.

The default remote control action for the Remote control button is set to

the Control through browser option.

For more information on how to set the default remote control action, refer

to the Set up the default remote control action subchapter.

To connect to the Host device, proceed as follows:
1. Go to the My devices tab.

2. Click on the Remote control button to connect the Host device.

s Connect ] my DEVICES 2 Contactimpero | T Purchase 18199 s 73788 -

All Devices | Download Guest (Support Consals) v | | uuuuuuuu - |

AAAAA
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If the Host is configured to use Portal access rights, no other
authentication is requested from the user and the remote control

session starts.

impers 00:45 DESKTOP-3TGGL1 @ Secured (HTTPS) CJ. % CTRL ALT SHFT (). @ AN X

9.,‘

The first line of defen
“in the digital world.

lalf of the Fortune 100 and over 30 006
le

Once logged in, the remote support session provides access permissions

as defined by the role assigned in the Portal.

Keys not captured by the operating system, or the browser are added to

the top menu.

For Windows these include:
Windows key

CTRL

[ ] ALT

SHIFT

For macOS these include:
Command key

Control

Option

Shift

Imper- 00:00 [] DESKTOP. -3TGGL] © Secured (HTTPS ) CJ. 8 CTRL ALT SHFT ¢. ©. AN X

Selecting one of the keys within the console, and then pressing any key on

your keyboard, triggers the combination of those keys to be sent to the
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target device. Once the keyboard key is released, the button in the

browser menu is unclicked.

To use a key (e.g., SHIFT) multiple times, double-click on the button and

the key stays engaged. To release the command, click on the button again.

Using the console, you can send a variety of Windows commands using

the power button options.

These include:

e Logout

e Lock

o Restart

e Shut down

e CTRL + ALT + DEL

If the Host has multiple monitors, while in a remote control session, you
can change the host monitor to be displayed on the screen. Click on the

View button from the main menu and selecting the desired monitor.

Other options that are available include:
e Toolbar minimization

e Close session button

3.2 OnDemand Sessions

In many environments, end-user computers have no administrative or
organizational relationship with the help desk center from which they

request help.

Help desk centers face three major challenges to offer service to these
end-user computers:

e connectivity problems through end-user firewalls
e software maintenance
e licensing issues
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The Portal includes the OnDemand Sessions feature, which offers help
desk centers remote control of Windows-based devices across the Internet
without pre-installing software or configuring firewalls. Furthermore,
licensing depends solely on the number of help desk employees or

supporters — and not the number of end-users.

The OnDemand Sessions contains the Browser Based Support
Console, a downloadable Impero OnDemand Connect application, and
the connectivity and role-based access provided by the Portal.
Technicians can connect to the target Host device, by clicking on the

Start session button from the My sessions tab.

OnDemand Sessions are well-suited to the vast and fast-growing market
of Internet Service Providers, telephone companies, outsourced help

desks, and call-centers.

The Portal allows a support technician to define OnDemand Sessions
and to share the session details with someone else, to view or control their
device. This can be done without installing anything on the remote device,
by running a single-use and disposable OnDemand application on the

device, when necessary.

The OnDemand Sessions are valid only for one remote connection from
the support technician to the device and are deleted automatically after

the connection is closed.

NOTE: If you have an incompatible OnDemand client (i.e., you do not have
the latest version of it) you are requested by the Portal to update it to the
latest version.
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3.2.1 Browser Based Support Console - OnDemand
Sessions
To create a new OnDemand Session, proceed as follows:

1. Access the My sessions tab from the menu on the left.
« Connect # . MY ONDEMAND SESSIONS Scnais || wrems aiion ; Saeaisrs S -

All OnDemand Sessions o,

2. Click on the Create session button.

@_@ Create a new session

Have the remote user go to:

https://get.connect.backdrop.cloud/

Copy link &

Or send the link by email

Send =

This automatically creates a one-time session key and provides you with

several ways of sharing the session details with another user.
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To copy the link to the clipboard, click on the Copy link button.

¥ = Create a new session

Have the remote user go to:

https://get.connect.backdrop.cloud/

Or send the link by email

3. To send the link by email, specify the email of the user in the “Remote

users email’ entry field and click on the Send button.

“ Create a new session

Have the remote user go to:

https://get.connect.backdrop.cloud/

Or send the link by email
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4. Once the remote user accesses the link received from the support

technician, a custom download page is shown.

OnDemand Session

274082127

NOTE: The Portal detects the platform that you use to access the
OnDemand session link and displays the corresponding download link.

The remote user first needs to acknowledge that the link was provided by
a trustworthy source before being allowed to download the OnDemand

application.

When you create an OnDemand Session, you receive a browser
notification on the Guest device. Click on the notification to go to the

OnDemand session queue.

© Connect

Th ng

Welcome to
Netop Netop Remote Control mand

Impero Connect Portal - OnDemand Sessions X
New OnDemand Session is online (session key:
390406281).
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To allow website notifications in the browser, proceed as follows:

e For Chrome®

1. Open the Chrome internet browser.

2. In the address search bar, specify connect.backdrop.cloud.

3. Click on the “View Site Information” button (the lock icon in the search
bar).

4. Select “Allow” from the “Pop-ups and redirects” drop-down menu.

= C 1 [ & connectbackdrop.cloud

Connection is secure

w Conne«

Your information (for example, passwords or credit
card numbers) is private when it is sent to this site.

Learn more

£ Notifications Block ~

ACCESS [ Pop-ups and redirects Allow (default)

@@ My sessions Allow (default)

O] e B Certificate (Valid Allow

Block

g My mobile device @ Cookies (10in use

Site settings

e For Firefox”

1. Open the Firefox internet browser.

2. In the address search bar, specify connect.backdrop.cloud.

3. To view the Site information, click on the lock icon in the address
search bar.

< O 8o~ @ backdrop.cloud

For quick okmarks here on Site information for connect.backdrop.cloud

v Connect D E) Connection secure

Clear cookies and site data...

* Latest version
* Latest version
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4. Click on the right arrow.

< backdrop.cloud

For quick a p ur booke re o Site information for connect.backdrop.cloud

v Connect @ D E) Connection secure

Clear cookies and site data...

5. Click on the More Information button.

<« C 08 o & backdrop.cloud

For quick acc lace your bookmarks here on < Connection security for connect. backdrop.cloud

| & Connect @ D B You are securely connected to this site.

Verified by: Amazon

More information

6. Click on the Permissions tab.

@& Page Info — https;//connect.backdrop.cloud/ - O X

o B )4

General Media f Permissions § Security

Permissions for: https://connect.backdrop.cloud

Access virtual reality devices
Use Default Always Ask Allow Block

Access your location
Use Default Always Ask Allow Block

Autoplay
Use Default Allow Audio and Video Block Audio Block Audio and Video

Install add-ons
Use Default Always Ask Allow Block

Open pop-up windows
Use Default Allow Block

Override keyboard shortcuts
Use Default Allow Block

Send notifications
Use Default Always Ask Allow Block

Set cookies

Help

7. Uncheck the “Use default’ check button for the “Send Notifications”

permission.
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@ Page Info — https://connect.backdrop.cloud/

o & 1 2

General Media  Permissions  Security

Permissions for: https:.//connect.backdrop.cloud

Access virtual reality devices
Use Default

Access your location
Use Default

Autoplay

Use Default Allow Audio and Video

Install add-ons
Use Default

‘Open pop-up windows
Use Default

‘Override keyboard shortcuts
Use Default

Send notifications
[] Use Default

Set cookies

Always Ask

Always Ask

Allow

Allow

Block

Block

Block Audio Block Audio and Video

Always Ask

() Always Ask

Allow

Allow

Block

Block

Block

@ Allow

(") Block

e For Safari’

1. Open the Safari internet browser.

Help

Impero Connect Portal User’s Guide

2. In the address search bar, specify connect.backdrop.cloud.

3. In the Safari menu, go to Preferences.

& B GN File Edit

About Safari
Safari Extensions...

Preferences...
Privacy Report...

Clear History...
Services

Hide Safari
Hide Others

Quit Safari

Settings for This Website...

dEH
X 3H

#Q |

* Latest version

View Histor
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4. In the Preferences window, click on the Websites icon and then on
Notifications.
5. Click on the dropdown button corresponding to the

connect.backdrop.cloud and select Allow.

[ ] Websites
i = 9 Q a 06 & L @
General Tabs AutoFill Passwords Search Security Privacy Websites Extensions Advanced
General

These websites have asked for permission to show alerts in Notification Center:
J Content Blockers

i

@b connect.backdrop.cloud Allow
Auto-Play

Page Zoom
4 Camera
Q Microphone
| -

Screen Sharing

Location
Downloads

f;; Notifications

Pop-up Windows Allow websites to ask for permission to send notifications

NOTE: To receive OnDemand browser notifications, make sure that
notifications are allowed in the browser.
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3.2.2 Start an OnDemand Session application on a
Windows machine

1. Once the OnDemand application is executed, a UAC prompt might be

shown, asking the user to elevate the application.

(¥ Connect : ;) MY ONDEMAND SESSIONS £ Contact Impero ® Purchase 27150 8/25 46170

@ Dashboard All OnDemand Sessions (1

eeeeeeeeee

If the elevation is granted, the support technician can fully control elevated
applications (i.e., Task Manager) as well as UAC prompts, while required
Firewall exceptions are automatically added to the system. If the elevation
is not granted, the OnDemand application still runs and is not elevated.
The support technician can connect, and the elevated applications are not

controllable with keyboard and mouse.

NOTE: While an elevated application is in the foreground and if the
OnDemand application was not elevated, keyboard and mouse control are
unavailable, until the user on the controlled machine switches to a non-
elevated application.
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2. After the elevation is granted or denied, the OnDemand application

starts and waits for a support technician to connect.

! Netop Remote Control - %

Welcome to
Netop Remote Control

@ Waiting for assistance

3.2.3 Initiate an OnDemand Session remote connection

To initiate an OnDemand session, proceed as follows:

1. Within the Portal, go to the My sessions tab.

“ Connect A 2 MY ONDEMAND SESSIONS X Contact Impero = Purchase 19/999 nDemar 475 74/94 N

All OnDemand Sessions ()

2 | Results can be filtered using the ¥ on each column

Session key Y (S Waiting for

The displayed queue includes all the OnDemand Sessions started by
remote users and the time since they are waiting for a connection. Only the

running OnDemand Sessions can be seen in the queue.
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NOTE: The Session key column includes icons for the permissions when
connecting to that device, as granted by the role assignments for the
current user.

Refer to the Roles and Role assignments sub-chapter for more information.

Only the running OnDemand Session can be seen in the queue. The
OnDemand Sessions stay in the queue for 1Th before being automatically
disconnected. An OnDemand session key is valid 24h since it was

created.

Click on the Start session button. The Control through browser page

starts in a new tab.

Connected

NOTE: As an alternative to starting the session, the support technician can
reject any session in the queue. This automatically disconnects the
OnDemand application and disables the OnDemand session. A new
OnDemand session is necessary to be created and sent to the remote
user for a new remote session to be initiated.
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2. The remote user needs to allow the support technician access to the

device before the remote session starts.

5 Metop Remote Control

Dragos Ivan would ke to connect to your
device. Are you sure you want to allow the
Technician to connect?

The permissions for this session are:

I;I View remote screen @

.=£E} Use keyboard & mouse @

Allow Cancel

3. Once access is granted, the remote session starts.

in the dggtal fworld

‘ aIf of the Fortune 100 8 -

The Browser Based Support Console toolbar includes virtual key
modifiers to use during the remote session. Each of the 4 key modifiers has
3 possible states: off, on, and always on (use it by double-clicking on the
key modifier). These key modifiers help send various key combinations to

the remote machine, whenever the physical keyboard cannot be used for
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this. The View menu allows the support technician to switch between Fit

To Screen and Actual Size for the displayed image.

4. The remote user sees a notification that the session has started, along
with information about the support technician’s name and the granted
permissions. The remote user can close the session at any moment, by
clicking on the Disconnect session button, or by using the keyboard
hotkey (CTRL + SHIFT + X).

© Connect

Thank you for downloading
Netop Remote Control OnDemand

Remote Control

Disconnect session

n Doe is connected | o

NOTE: Using the disconnect hotkey closes the session immediately,
without confirmation. This is done to make sure the remote user has an
unobstructed method of closing an ongoing session.

5. Once the remote session is closed, the support technician is notified

about it in the Browser Based Support Console page.

Impero
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3.2.4 OnDemand Sessions Clipboard functionality

The OnDemand Sessions feature a simple text Clipboard functionality,
which is achieved by synchronizing the clipboard between the Agent and

the Client devices. The toolbar, right-click Copy/Paste, and the following

key combinations are available for technicians to copy and paste the

content:

Client Agent  Keycombinations  Toolbar available

macOS Windows CTRL-V no

CTRL-V yes

CMD-V no

WIN-V yes

CMD-C no

WIN-C yes

CTRL-C no

CTRL-C yes

right click - Copy no

right click - Paste no

Windows macOS CTRL-V no

CTRL-V yes

WIN-V no

CMD-V yes

WIN-C no

CMD-C yes

CTRL-C no

CTRL-C yes

right click - Copy no

right click - Paste no

NOTE: The Clipboard functionality works between Windows and macOS
Agent and Client devices.

The Clipboard functionality works on the following web browsers: Chrome,

Firefox, and Safari.
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NOTE: Due to the latest security and privacy implementations made by
Apple, Safari does not allow to copy and paste content between the Agent
and Client devices, without permission from the user.

To synchronize the clipboard between the Client and Agent devices,

press on the following button:

Netop Remote Control Portal x Netop Remote Control Portal X Netop Remote Control Portal X Netop Remote Control Porta x| + - o X

C () @ getnetop.com/036122337 r =8 0 20 G C OO RBN»N@ :

Remote Control

Thank you for downloading
Netop Remote Control OnDemand

Retrieve clipboard (new content is available)

v
Netop
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3.2.5 Start an OnDemand Session application on a macOS
machine
Prerequisite:

e The OnDemand application installed on your macOS device

To install the OnDemand application on your macOS device, proceed as
follows:

1. To install the OnDemand application, click on the link you received from

your technical support provider. The Session window is displayed.
©Connect :

OnDemand Session

2. Click on the “l Understand” button to allow the download.

3. Download the Netop OnDemand.dmg file.

4. Execute the Netop OnDemand.dmg file on your macOS device. The
OnDemand Installer window is displayed.

5. Click on the Continue button to continue with the installation process.

6. Click on the Continue button to accept the License Agreement.

7. Click on the Install button to install the OnDemand application.
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Once you install the OnDemand application, you are prompted to grant the

Accessibility and Screen Recording permission.

[ ] Metop Remote Control

{ If you need to remote control this device, you need to grant Netop OnDemand some

\ permissions.
N
Accessibility
Metop OnDemand requires Accessibility access, so your mouse and g ope
keyboard can be controlled remotely. Accessibility... ®
Screen Recording

Metop OnDemand requires Screen Recording access, so remote
users can see your screen in Remote Control sessions.

Screen Recording... @

For more information, click here

To grant the Accessibility permission, proceed as follows:

1. To grant the Accessibility permission, click on the Accessibility button
from the prompt window. The Security & Privacy > Accessibility
window is displayed.

2. Click on the lock to make changes.

57



Impero Connect Portal User’s Guide

3. Verify the Netop OnDemand checkbox to grant the Accessibility

permission.

General FileVault  Firewall  Privacy

W Speech Recognition Allow the apps below to control your computer.

Accessibility

| Input Monitoring

- AEServer

v l\ Netop OnDemand

Full Disk Access

v netophost
Files and Folders
v . Terminal
- Screen Recording
+ —

a:)r Automation _—
Gq' Advertising
@ Analytics & Improvements

'S

E Click the lock to prevent further changes.

Advanced... ?

To grant the Screen Recording permission, proceed as follows:

1. To grant the Screen Recording permission, click on the Screen

Recording button from the prompt window. The Security & Privacy >

Screen recording window is displayed.

2. Click on the lock to make changes.
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3. Verify the Netop OnDemand checkbox to grant the Screen Recording

permission.
[ < HHH Security & Privacy Q
General  FileVault  Firewall BEIER
W Speech Recognition Allow the apps below to record the contents of your

screen, even while using other apps.

@ Accessibility

. QuickTime Player
=] Input Monitoring

Terminal

\ Netop OnDemand
"=

Full Disk Access

Files and Folders

/ Lightshot Screenshot

- Screen Recording

20 )& Automation

g

@ Advertising

w Analytics & Improvements

~

EE Click the lock to prevent further changes. Advanced... ?

To start the OnDemand session, proceed as follows:

1. Open the OnDemand application.

2. Enter the session key you received from your technical support

provider.

[ ] Metop Remote Control

Connect with a technician on the Netop Remote
Control Portal to troubleshoot your macOS device.

A technician will give you a 9-digit session key or
provide you a link that fills the key in automatically.

More information

Enter Session Key

Submit
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Wait for the technician to start the OnDemand session from the Portal.

1 Netop Remate Control -

Welcome to
Netop Remote Control

@® Waiting for assistance

Disconnect

s

@

3. Once the technician starts the OnDemand session from the Portal, you

are prompted to allow the technician permissions for View remote

screen and Use keyboard & mouse.

Metop Remote Control

I o 0d like to connect to your
device. Are you sure you want to allow the

Technician to connect?

The permissions for this session are:

I;l View remote screen

.|I(-
.=EE_} Use keyboard & mouse

o

@
@
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4. Click on the Allow button to start the OnDemand session.

©Connect

OnDemand Session

3.2.6 Start an OnDemand Session application on an iOS
device

With OnDemand for iOS you can view iOS devices screens and allow

technicians to offer remote support.

Prerequisite:

e The OnDemand application installed on your iOS device

There are three ways to download the OnDemand application on your iOS

device:

e From the AppStore
e From the link that you received from your technician
e By scanning the QR code from the download page

Looking for OnDemand for iPhone? Scan the QR below.

NOTE: If the OnDemand application is installed on your iOS device
when you scan the QR code from the download page, the OnDemand
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app opens on your iOS device with the session key prefilled and ready
for connection.

To start an OnDemand session, proceed as follows:

1. Open the OnDemand application on your iOS device.

2. Enter the session key that you received from your technician.

Initiate connection

G Connect

Initiate connection

Connect with a technician on the Impero
Connect Portal to troubleshoot your iOS
device.

Portal available at:
portal.backdrop.cloud

Session key

Initiate Connection
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3. Click on the Initiate Connection button to initiate the OnDemand

session.

Initiate connection

& Connect

Initiate connection

Connect with a technician on the Impero
Connect Portal to troubleshoot your iOS
device.

Portal available at:
portal.backdrop.cloud

Session key

123456789

Initiate Connection

You connected successfully to the OnDemand session. Wait for the

technician to start the OnDemand session from the Portal.

12:48 9
<« Camera

{ Close Waiting for a technician

O Connect

Waiting for a technician to
connect to your device

63



Impero Connect Portal User’s Guide

4. Select one of the following remote control options to allow the

technician to connect to your iOS device:

Start broadcast and Audio - starts the OnDemand session with

screen sharing and audio enabled

Start broadcast - starts with the OnDemand session only with the

screen sharing enabled

Start audio - starts the OnDemand session only with the audio

feature enabled

Cancel - cancels the OnDemand remote control session

12:53 9

{ Close  Waiting for a technician

& Connect

Allow remote support?
Would you like to allow John Doe to
support your mobile device?

You can choose to start any of the
following options. Tap on cancel to
disconnect from the session.

Start broadcast and audio
Start broadcast
Start audio

Cancel

Waiting for a technician to
connect to your device
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5. Click on the Start Broadcast button to start broadcasting your screen.

The broadcast screen is displayed.

o T .

Screen Broadcast
e Impero Connect v

L Start Broadcast J

The following window is displayed on the technicians’ monitor until you

start broadcasting your screen.

Screen sharing not active
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If you close this window, you are redirected to the following page:

Connected
John Doe

G Connect

Share Screen and Audio Chat

The technician can now see your screen
and hear you.

9
Mute Internal

6. You successfully started the OnDemand session.

NOTE: OnDemand for iOS offers a view-only mode of the iOS device

screen.
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To make an audio chat request, click or tap on the Start Audio button.

Connected
John Doe

G Connect

Share Screen

The technician can now see your screen.

You can stop the broadcast anytime or
start an Audio Chat.

On the first use of the Audio Chat feature, you need to allow in the
browser for the microphone to be used. A popup is displayed in the
browser that requests the Technician to Allow or Deny the use of the

microphone. To allow the microphone use, click on the Allow button in the

popup.
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e For Chrome

C (0 (& remotenetop.com/ondemand/425308715

remote.netop.com wants to

& Use your microphone

You successfully connected to the remote mobile device, but screen

sharing is not yet active.

For Firefox

‘remote.netop.com/onde

Will you allow remote.netop.com to use your
microphene?

Microphone to share:

Microphone (Realtek High Definition Audio)

[[] Remember this decision

Don't Allow

Do you want to accept the audio chat request from the remote user?

Please allow access to your computer's microphone. You will still be
able to accept the chat if access is not allowed, but the remote user
will not be able to hear you.
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To allow the microphone to be used in the browser, proceed as follows:

e For Chrome

1. Open the Chrome internet browser.

2. In the search address bar, type in connect.backdrop.cloud.

3. Click on the “View Site Information” button (the lock icon in the search
bar).

= cC O connect.backdrop.cloud

Connel Connection is secure
Your information (for example, passwords or credit
card numbers) is private when it is sent to this site.

Learn more
% Notifications Block

ACCESS [ Pop-ups and redirects  Allow (default) ~

@ .
i 1 My sessions

|;| My devices B Cenificate (Valic

[0 My mobile device Eookic= e

Site settings
MANAGE

& Users

4. Click on Site settings.

= C [ @& connectbackdrop.cloud

Connection is secure

w Conne:

Your information (for example, passwords or credit
card numbers) is private when it is sent to this site.

Leam more
% Notifications Block ~

ACCESS [Z  Pop-ups and redirects Allow (default)
@@ My sessions

| My devices B Certificate (Valid

a My mobile dewvice Fouki=

Site settings
MANAGE

&% Users
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5. Click on the dropdown button corresponding to Microphone.

B

You and Google 4 connect.backdrop.cloud
Autofill

Safety check

No usage data

Appearance
Search engine
Location Ask (default)
Default browser
sk (default)
On startup
Microphane sk (default)

Advanced - Ask (default)
Allow

Mation sensars Block

Extensions
Notifications Ask (default)
About Chrome

Allow (default)
Images Allow (default)
Pop-ups and redirects Allow (default)

Ads
; Block (default)

Settings

You and Google 4 connect.backdrop.cloud
Autofill

Safety check

No usage data

Appearance

Search engine
Location Ask (default)
Default browser
Ask (default)
On startup
Microphane sk (default)

Advanced - Ask (default)
Allow
BIOEK

Mation sensars

Extensions
Natifications Ask (default)
About Chrome

JavaScript Allow (default)

Images Allow (default)

Pop-ups and redirects Allow (default)

Ads

Block (default)
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e For Firefox
1. Open the Firefox internet browser.

2. In the search address bar, type in connect.backdrop.cloud.

3. Click on the lock icon.

< C O G o & backdrop.cloud

For quick access, place your bookmarks here on Site information for connect.backdrop.cloud

v Connect ® D (5 Connection secure

Clear cookies and site data...

4. Click on the arrow button.

< C O 8 oo & backdrop.cloud

For quick access, place your bookmarks here on Site information for connect.backdrop.cloud

U Connect B Connection secure

Clear cookies and site data...

5. Click on the More information button.

< C O 6 oo B backdrop.cloud

For quick access, place your bookmarks here on < Connection security for connect.backdrop.cloud

v/ Connect @ D E] You are securely connected to this site.

Verified by: Amazon

Mare information
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6. Click on the Permissions icon.

@ Page Info — https://connect.backdrop.cloud/ — O e

o B |4

General ~ Media | Permissions § Security

Permissions for: https://connect.backdrop.cloud

Access virtual reality devices
Use Default Always Ask Allow Block

Access your location
Use Default Always Ask Allow Block

Autoplay
Use Default Allow Audio and Video Block Audio Block Audio and Video

Install add-ons
Use Default Always Ask Allow Block

Open pop-up windows
Use Default Allow Block

Override keyboard shortcuts
Use Default Allow Block

Send notifications
Use Default Always Ask Allow Block

Set cookies

Help
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7. Uncheck the “Use default” option for the Use Microphone permission.

@& Page Info — https://connect.backdrop.cloud/ — O t
v N
@ 5 | &
Qenéral Media = Permissions = Security
Permissions for: https://connect.backdrop.cloud
Use Default Allow Block ™
Send notifications
Use Default Always Ask Allow Block
Set cookies
Use Default Allow Allow for Session Block
Share the screen
Use Default Always Ask Block
Store data in persistent storage
Use Default Always Ask Allow Block
Switch to this tab
Use Default Always Ask Allow
Use the camera
Use Default Always Ask Allow Block
Use the microphone
Use Default Always Ask Allow Block
!

Help
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8. To enable the Use the Microphone permission, select the Allow

option.

Send notifications
Use Default

Set cookies
Use Default

Share the screen
Use Default

Store data in persistent storage
Use Default

Switch to this tab
Use Default

Use the camera
Use Default

Use the microphone
[ ] Use Default

Allow Allow for Session Block

@& Page Info — https://connectbackdrop.cloud/ — O >
v N
o & 2 2
General Media Permissions  Security
Permissions for: https://connect.backdrop.cloud
Use Default Allow Block

Always Ask Allow Block

Always Ask Block

Always Ask Allow Block

Always Ask Allow

Always Ask Allow Block

() Always Ask Block

Help
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e For Safari
When a user initiates the audio chat feature, the Safari browser displays a
pop-up notification that requires you to allow or deny Microphone use.

Click on the Allow button, to use the Microphone.

e I < > L} & remote.connect.backdrop.cloud ) i +

® impero Connect Portal {8 Impero Connect Portal ) Impero Connect Portal - Remote Session

Allow
.connect.backdrop.cloud
r microphone?

Do you wan| You can change setting in Safari lemote user?
Please allow 3¢ I still be able to

accept the chat if will not be able to

Never for This Website

Don't Allow

Alternatively, to manually allow the use of the Microphone, proceed as
follows:

1. Open the Safari Internet browser.

2. In the address bar, specify connect.backdrop.cloud.

3. Click on Safari.
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4. Go to Preferences .

5. Click on the Websites icon.
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6. Click on Microphone.

@ safari File Edit View History Bookmarks Develop Window Help Q 3 M T ©® Q R Wed15Sep 1559
¢ % |
M < 0 & connect.backdrop.cloud e w~ + O

Y
|9 Connect (3] MY ONDEMAND SESSIONS © Trial version. 830 days left Users: 1/5 OnDemand users: 1/5 Devices: 6 / 50 Owner1 Admin ¥

Y Websites 2 '™ Purchase
Dashboard
sehboar @ D @ Q 86 06 & P K
General  Tabs  AutoFill Passwords Search Security Privacy Websites Extensions Advanced
e All OnDemar | ceneral @, Create session
Allow websites to access the microphone with the settings below: =
Content Blockers
My devices Currently Open Websites
‘ s ‘ Results can u Auto-Play
@ connect.backdrop.cloud Ask
‘é’g Page Zoom
Users
B¢ camera
o
w Microphone
Groups
Screen Sharing
Applications
Location
= Roles
. Downloads
Role assignments ) i
otifications
Downloads e =k
Pop-iip Windows When visiting other websites: Ask @

Account security

Authentication

«

— -~ — .

7. Click on the dropdown button near the connect.backdrop.loud

address.

@ Safari File Edit View History Bookmarks Develop Window Help Q 3 B M T ©® Q R Wed15Sep 15:559
F ]
Mm < L)) @ connect.backdrop.cloud e M+ O
@
2
« Connect z MY ONDEMAND SESSIONS © Trialversion. 830 daysleft  Users:1/5  OnDemandusers:1/5  Devices:6/50  Ownert Admin ¥
® Websites - '™ Purchase
@ B = Qa6 @& © o
General  Tabs  AutoFill Passwords Search Security Privacy Websites Extensions Advanced
My sessions All OnDemar Eanaral @El Create session
. Allow websites to access the microphone with the settings below: =
e Content Blockers
My devices Currently Open Websites
[ 2] Resuts can 3 nuto-piay

@ connect.backdrop.cloud

U Page Zoom
B¢ camera

w Microphone
. Screen Sharing
Location

() oownloads

/X Notifications

Users

Devices

Groups

) Applications

Roles

Role assignments

@ Downloads

Pop-up Windows I When visiting other websites:  Ask

Account security

Authentication

«

8. Select Allow.
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To stop the OnDemand session, proceed as follows:

1. Click on the Stop Broadcast button to stop broadcasting your screen.

Everything on your screen, including
notifications, will be recorded. Enable Do

Not Disturb to prevent unexpected

Screen Broadcast

@ Impero Connect

L Stop Broadcast J

NOTE: The OnDemand session is still available. To start broadcasting
your screen again, click on the Start Broadcast button.
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2. Click on the Close button to disconnect from the Portal. You receive a

prompt to confirm to disconnect from the OnDemand session.

Connected
John Doe

G Connect

Share Screen and Audio Chat

The technician can now see your screen
and hear you.

Connected

< Connect

Share Screen and Audio Chat

The technician can now see your screen
and hear you.

Are you sure that you want to
close the connection and end
the audio chat?

You'll have to reconnect again.

Yes No

Mute

Internal
Screen Share Stop Audio
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4. Click on the Stop Broadcast button to close the OnDemand client.

Connection ended

G Connect

Connection Ended

The technician is no longer connected to
your device.

$5-1-(]

The OnDemand session has ended

Stop Broadcast

| seporosccas
—
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4 How to manage your account

The Portal provides a central place for managing users, devices, security

settings, role-based access, audit logs and a variety of options.

If the logged-in user has a Group Manager role or higher, a Manage and

Security areas in the sidebar menu are available.

@ DASHBOARD = = Purchase Users 49/1000 | OnDemandusers 6/500 | Devices 79/300 -

© Devices & Users |~ Activity

3 Devices J2 Users

& Account info ] Recent updates

Company Netop

tember 7th, 2020
d agent for macC
Expiration date 2021-01-01

llllllll Europe/Bucharest

; .

L my devices

0 My mobile devices

ANAGE

2 Users

] Devices

B2 Groups

2 Applications

= Roles

& Role assi s

SECURITY
LEL T
ntication

This provides access to the management area. The homepage for the

management area is the Dashboard with various information including
devices and users, account information, activity information, and recent

updates.
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The expiration date from the Account info section turns red when the

account subscription is about to expire.

Account Owners are notified as follows:

e For regular accounts you are notified when there are 15 days or less
until the subscription expires

e For trial accounts you are notified when there are 7 days or less until the
subscription expires

@ DASHBOARD = Contact Netop = Purchase Users: 501000 OnDemand users: 6 / 500 Devices: 18 /300 v

NOTE: The user's access varies within the management area based on the
users role. Upon login to the Portal, Account Owners, Account
Administrators, and Group Managers are redirected to the Dashboard
page, while Regular Users are redirected to the My devices page.

4.1 Manage Users

The Portal allows you to centrally manage users within your organization.

This can be done by one or several users with administrative privileges.

The Portal interface provides easy access for managing the users.
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There are four user types:

User - view assigned devices and manage your profile

Group manager - all the permissions of the User, plus the ability to
manage users and devices, view roles and role assignments, view and
generate log reports

Account administrator — manage users, devices, groups, roles and role
assignments, authentication methods, plus the ability to view account
details and manage deployment packages

Account owner - all the permissions of the Account Administrator plus
the ability to manage the Account configuration

To view information about the users who have access to the Portal, on the

menu bar click on the Users tab. The list of users is displayed.

Refer to the Portal user privieges knowledge base article for the detailed

list of access privileges.

4.1.1 Create a new user

As a Group manager or higher, you have access to invite users to your

portal organization account via email.

To create a new user, proceed as follows:

1.

Go to the Users tab.

2. Click on the Invite users button.

w Connect 4% USERS £ Contact Impero = Purchase 197999 515 74194 -

All Users (

o o] o o

o o o e o
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The Invite users form is displayed.

ﬁﬂ Invite users Users 19/989

To invite users, enter their email address:

Email address

3. Specify the email addresses of the users you want to invite to the Portal
account in the Email addresses entry field. You can specify it manually

or by copy and pasting a list of emails.

S0 Invite users [ Users 19998

To invite users, enter their email address:

Email address
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4. Click on the Advanced settings drop-down button to specify additional
information about the invited users. Note that the Advanced settings

apply to all invited users.

S0 Invite users [ Users 19998

To invite users, enter their email address:

Email address

5. Select a User type for the invited users from the User type drop-down
field.

NOTE: By default, all users are assigned the “User” type.

90 Invite users [ Users 19998

To invite users, enter their email address:

Email address

Control through Guest (e for s sccoun

Enabled (Tnis useris enabied)
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6. Optionally, you can select a group for the invited users from the Group

drop-down button.

A0, Invite users

To invite users, enter their email address:

Email address

7. Select a default remote control action from the Default remote control
action drop-down field. By default, this option is the default setting on

the account.

A0, Invite users

To invite users, enter their email address:

Email address

IControl through Guest (sesui o accour

Control through Guast (dstaul forhis accaun

Control through brows

O Multi-Factor Authentication /=mna 1 disatied)

Send invite B
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8. Enable or disable OnDemand Sessions for the invited users by clicking

on the toggle button. By default, this option is enabled.

S0 Invite users

To invite users, enter their email address:

Email address

Control through Guest (cersutrormi sccun

() OnDemand Sessions (0n0emand Sessions are enaied for M3 Lo

o Multi-Factor Authentication (=ma 14 aisabied)

Send invite B

9. Enable or disable Multi-Factor Authentication by clicking on the

toggle button. By default, this option is disabled.

S Invite users

To invite users, enter their email address:

Email address

Control through Guest (cersurormi scceun

Enabled (7his user s enaoied

c Multi-Factor Authentication (=i 1 enatied)

l invite B9
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10.To send the invitation, click on the Send invite button.

70 Invite users

To invite users, enter their email address:

Email address

Control through Guest (osruttor s sccoar

Enabled (T user s enabied

c Multi-Factor Authentication (=rmai 14754 enabied)

Send Invite B4

To resend the invitation email to users, simply select the invited users that
you want to resend the invitation email to and then click on the Resend

invite button.

«r Connect & USERS 1 Contact Impera = Purchase 191999 i 4rs 74194 -
T |} Ry R O —— m
2 | Results can be fitered using the ¥ on sach column
[} ¥ v v ou ¥ T ¥
o
o
o
o
B oo
o
°
o

NOTE: The invitation email can be resent for a maximum of 5 times and is
valid for 7 days.
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Invited users receive the invitation into the account via the specified email

addresses:

2 Connect
7

Join the team

You have been invited to join John Doe's ( johndoe@gmail.com ) Impero Connect
Portal account. To accept the invite and create a user profile, click the button below:

Accept invite

Your invite will expire in 7 days

After the users accept the invitation by clicking on the Accept invite
button, they are automatically redirected to the Set up your account
landing page.

O Connect

Set up your user account

You have been invited by Jane Doe
to join the Impero Connect Portal

Please provide the necessary details to create
a user profile
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To finish setting up the user account, click on the Save & login button.

O Connect

Set up your user account

You have been invited by Jane Doe
to join the Impero Connect Portal

Please provide the necessary details to create
a user profile

4.1.2 LDAP users - automatically added into the Portal at
first login

This only applies if you are using LDAP authentication. On the first login

using the LDAP credentials (username: domain identifier\LDAP
username, password: the domain password), the user is added to the

Portal. The user type is User (more information on the user types here).

NOTE: The user is not attached to a group by default, but if there is a role
assignment in the Portal which allows all the users to access all the
devices (User: everyone, Devices: everything), the LDAP user has
access to all devices. Refer to the LDAP user groups sub-chapter to attach
the User to a Group on login.

4.1.3 Multiple accounts

Users can belong to multiple Portal accounts when invited via email by an
Account Owner, Account Administrator, or Group Manager to a

secondary Portal account.
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Users that belong to multiple Portal accounts can switch between them.
They do so by clicking on the User Profile button and selecting the

secondary account that they want to switch to.

Account Owner 4

Switch to

Other account

By default, the primary account is the account that the user was first
invited to. User settings are not transferred from the primary to any other
secondary accounts. As such users can have different permissions, roles,
or other settings on other secondary accounts without them interfering

with each other.
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4.1.4 View User Info

To view user information, in the Users list click on the desired username.

Specific information from the user’s profile is displayed.

John Doe (mmm@netop.com)

B Check permissions # Edit

2 User details

Username
Status
First name
Last name
Email
Group

Authentication method

Username
Status

First Name

Last Name
Email

Group
Authentication
method

Multi-factor
authentication

Il &netop.com

A unique identifier used to log in.

Indicates whether the user is Online / Offline or if they

cannot log in to the Portal (/nactive), as well as the

period of time of the user while being Online/Offline.

e Online = User is logged in the Portal

e Offline = User is not logged in the Portal

e Inactive = User is disabled and cannot log in the
Portal.

User's first name.

User’s last name.

The email address to which the user receives
notifications from the Portal and the multi-factor
authentication code if enabled.

The group the user belongs to.

Internal (username or password) or the name of the
authentication method defined under Account >
Authentication.

Indicates if multi-factor authentication is enabled for
the user or not.
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Field |Desoription

Type

Default remote
control action
Created
Created by

Modified

Modified by

Indicates the type of the account: Account Owner,
Account Administrator, Group manager or User.
Sets up the default remote control action for the user.

The date and time when the user account was
created.

The first and last name of the user who created the
user account.

The date and time when the user account was last
modified.

The first and last name of the user who last modified
the user account.

4.1.5 Edit the user

To edit an existing user, in the Users area click on the username of the

user you want to modify and in the upper right corner of the page click on
the Edit button. The Edit User window is displayed.
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Depending on the authentication method of the user, edit user is as

follows:

For Internal authentication, you can modify the following:

Basic profile information (such as First Name, Last Name, and Email)

Access permissions (toggle on or off the Active button and select the

user type to give specific access permissions within the Portal)

Select the groups the user belongs to and whether the user

authenticates using multi-factor authentication or not

Set up the default remote control action

NOTES:

If you toggle off the Active button, it disables the users so they can no
longer log in to the Portal. Disabling does NOT remove the user from
your Portal organization account.

You are not allowed to edit the username.

You are not allowed to edit a user whose role is higher than the user you
are logged in as.

You are not allowed to change the role of an Account Owner from here.
Use the account configuration area instead.

For ADFS / Azure AD based authentication. You can modify the role
(toggle on or off the Active button and select the user type to give
specific access permissions within the Portal), select the groups the
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user belongs to and whether the user authenticates using multi-factor
authentication or not, or set up the default remote control action.

& EDITUSER

John

Doe

Once you have finished updating user information and access permissions,

click on the Save button to save the user updates.

4.1.6

Remove user

To remove an existing user, in the Users area, click on the username of the

user you want to remove and in the upper right corner of the page, click on

the Remove button.

@ Dashboard

‘1‘_@ My sessions
L My devices

0 My mobile devices

42 Users

L] Devices

£ Groups

Applications
= Roles
A Role assignments

@ Downloads

@ Account security

&, Authentication

4. USERS = = FPurchase

Users: 49/ 1000 OnDemand users: 6 / 500 Devices: 79/300 v

B Check permissions # Edit % Remove

2 User details
e

Status =] een onlins” 148 dsys go
First nam Joh

Last name D

Email

Group new Group

Authentication method INTERNAL

Multi-Factor Authentication None
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NOTE: Only an Account Owner, Account Administrator or Group
Manager can remove users. The logged-in user can only remove users
with roles below their role.

You can also remove an existing user, from the Users area by selecting the

desired user and above the content area click on the Remove button.

24 USERS -

@ Dashboard
= Purchase Users: 49/ 1000 OnDemand users: 6/ 500 Devices: 79/ 300 JohnDoe ¥

@- J—
) My sessions

S e % Attach to group # Edit P Check permissions 2 Add user

0 My mobile devices
! Fitter by name: john X | Clear all the filters

MANAGE
-] MName Status T Type T Group T Authentication me...T Modified T
% Users
O Devices ® John Doe Oniine for about 10 minut... | Account Administrator CAVE group, andreites...  INTERNAL 2020-10-01 13:20:36
85 Groups B O Jonboe Last seen online: 148 da User new Group INTERNAL 2020-03-04 17:47:20
Applications. ©Q John Doe Last seen online: 146 da Group Manager access request group INTERMAL 2020-01-15 15.:29.45
= Roles
O John Doe Last seen online: 143 da User - INTERNAL 2019-11-22 10:32:55
A Role assignments
ShowRows 40 + Gotopage 1 1-40f4 ¢ Y

B Dovnioads

SECURITY

@ Account security

@ Authentication

A confirmation dialog is displayed. To remove the selected user, click on

Yes.

NOTE: For users that belong to multiple accounts, when removing them
from their main Portal account, they are automatically removed from their
secondary accounts as well.
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4.1.7 Remove multiple users

To remove multiple users at once, in the Users area, select the users you
want to remove and above the content area, click on the Remove button.
A confirmation dialog is displayed. To remove the selected users, click on

Yes.

:“ USERS = ™ Purchase Users: 49/ 1000 OnDemand users: 6 / 500 Devices: 79 /300 John Doe ¥

Wm My sessions
&= Attach to grou| % Remove
2 T e - &R
itter by name: john % | Cl

O My mobile devices

MANAGE

[ ] Name Status T Type T Group T Authentication me...
& Users

T Modified T
e @ John Doe (ancugnetap.com Online for about 13 minut Account Administrator CAVE group, andrei tes INTERNAL 2020-10-01 13:20:36
lohn Doe (andrei ast seen online: £ ser new Group ERNAI 2020-03-4 TAT..
Groups O John Doe Last line: 148 d u G INTERNAL 2020.03-04 17:47:20
Applications a O John Doe (jodo@netop.com) Last seen online: 146 da Group Manager 33 request group INTERNAL 2020-01-15 15:29:45
= Roles _ . N
B O John Doe johndoe@domain.com) Last seen online: 148 da User - INTERNAL 2019-11-22 10:32:55
A Role assignments
Show Rows 40 + Golopage 1 1.404 ¢ >

B Downloads

SECURITY

@ Account security

&, Authentication

NOTE: If you remove an LDAP, ADFS or Azure AD user it does not mean
that the user is not able to log in again. On the next login, the user is
created again. To disable the user, edit the user and set the status to
inactive.
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4.1.8 Set up the default remote control action

In the Portal you can set up the default remote control action for each user

or for all the users that belong to the account.

To set up the default remote control action for a user, proceed as follows:

1. Go to the Users tab.

s Connect 43, USERS

@ Dashboard All Users

& Attach to group # Ean % Remove - Cneck permissions
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3. Click on the Edit button.

Connect [EEMTEZE] 2 comactimpera = Purcase s 191900 mana sers 415 | Deves: 74104 -
PR . i enove b Check permi
© | Results can be fitered using the ¥ o
a Ham ¥ A4 ¥ ou ¥ ¥ ¥

o
o
o
o
o
Q
o
|a o
o
Q

4. Click on the Default remote control action drop-down menu.

& EDITUSER

John

Doe

| Gontra throgh browser s v

Control through Guest

Control through browser (s s sesrs

(I Muhi-Factor Authentication (eros v ssssea

5. Select the default remote control action.
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6. Click on the Save button to save your changes.

& EDITUSER

John

Doe

NOTE: An Account Owner can set up the default remote control action for
all the users in the account. For more information refer to Account
Configuration.

To set up the default remote control action for all the users, proceed as
follows:
1. Go to the Configuration tab.

% Connect ¥ CONFIGURATION 2 Contactimpero % Purchase 19999 515 74194

QAPORTAL

||||||||||||
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2. Click on the Edit button.

% Connect 3 CONFIGURATION % contactimpers = Purchase 191999

#+ EDIT ACCOUNT DETAILS

Contact details

Timezone
Administrators Europe/Bucharest

Defaut remote contral action
Control through Guest e |

Control through Guest
Control through browser u

4. Select the default remote control action.
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5. Click on the Save button to save your changes.

%} EDIT ACCOUNT DETAILS

Contact details

Administrators

Europe/Bucharest

v

Cdntrol through browser

4.2 Manage Groups

The Portal allows you to group users and devices. Using these groups,

role-based access can be applied:

e Create a local user group and attach users to the group

e Add an LDAP group (LDAP authentication method required)

e Add Azure AD user groups from the Azure Portal (Azure AD
authentication method required)

e Create a device group and attach devices to the group

e Add role assignment to define permissions for a user group when
connecting to a device group.

For more information refer to the Add role assignment sub-chapter.

4.21 Create a new group

To create a user group, proceed as follows:

1. From the Manage > Groups tab, click on the corresponding Add group
button to create a device group, an LDAP user group, Azure AD user

group, or a local user group.
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2. Provide the group name and group description and select whether the
group is Active or not.

3. Click on the Save button. The group is successfully created.

4.2.2 Attach users to user groups

To attach users to a user group, proceed as follows:

1. Go to the Users tab, select the desired user(s).
2. Above the content area, click on the Attach to group button. A window
is displayed.

ol Conne‘:t J;\ USERS £ Contact Impero ™ Purchase 19/999 [ 3 4/5 74194 -

& Attach to group # Edit * Remove & Check permissions J6) Invite users
2 | Resultscanb column

User NTERNAL 021-0 121720

JJJJJJJJ

o o o o [e] o [e] o e o

NTERNAL 020-08-07 18:49:4

3. Select the group to which the user(s) belongs.
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4. Click on the Save button. The selected user(s) belong(s) now to this

user group as well.

&= ATTACH TO GROUP

NOTE: A user can be attached to multiple groups.

4.2.3 Add Azure AD user groups

Prerequisites:
e The Azure AD authentication method is correctly set up and
enabled. Refer to subchapter Enabling ADFS/Azure AD

authentication, for information on how to set up the Azure AD

authentication method.
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To add Azure AD user groups to the Portal, proceed as follows:

1. From the Manage > Groups tab, click on the Add user group button.

w Connect &’:1 GROUPS 4 contact Impero ™ Purchase Users: 187999 OnDemand users: 4 /5 Devices: 74 / 94 -

Allaroups

< | Results can be filtered using the ¥ on each column

@5 My sessions

ftems
e g 23 0
L .18 1 0
L 18 2 0
e M 3 ()
o M 0
* M 5 0
o 5 6 0
o N a7 0
e o a8 0

| Aren i
jr.18

2. Select the Add Azure AD user group option from the dropdown fielé.
The Add Azure AD user group page is displayed.

7 Connect g’:l GROUPS 4 Contact Impero ™= Purchase Users: 27 / 50 OnDemand users: 8/ 26 Devices: 47 { 70 -

e Allgroups

| B, Add local user group
2= | Results can be fitered using the ¥ on each column B, Add local user group

L (Creestis
'z My sessions (&) Add LDAP user group
(8 Add Azure AD user group
e [ 0
e @ 0
o m !
e 3 ’
B Groups
e m !
Applications
e m 0
e [j 1
o M (]
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3. Select the Azure AD authentication method from the dropdown

button.

Add Azure AD user group

4. Select the user groups you want to add. Previously added groups are

marked in gray.

Add Azure AD user group

Azure Test

o
n}
ju]
u)
o
o
ju]
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Use the ,Filter by name entry’ field to quickly find the Azure AD user
group that you want.

Add Azure AD user group

Add Azure AD user group

ilter by
Azure Test

1 s} a a a a 8] o

On every user login, the group membership is verified. If the user belongs
to any of the Azure AD user groups that were added to the Portal, the

group membership is also updated in the Portal.

4.2.4 LDAP user groups

To keep the same group membership in the Portal as you have in your

LDAP directory, add (import) the corresponding LDAP groups.
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Every time a new employee comes and needs to be added to one of the
groups, or an employee leaves the company or changes groups, the user
can be managed (added/removed/disabled) directly in the company’s
LDAP directory (instead of having to manage the user in both the LDAP
and the Portal).

To achieve this, proceed as follows:

1. Add the LDAP authentication.
2. Add LDAP user groups.

By adding an LDAP user group, a special group is created in the Portal

with the same name as in the LDAP directory.

This special type of group works as follows:

e No users can be manually attached to the group

e The only way the users are associated with the group is to add them in
the LDAP directory and on the next login of the user, that is
automatically synced with the Portal

e The only things that can be edited/changed in the group are the status

(active/inactive) and the description

To add an LDAP group in the Portal, proceed as follows:

1. Go to Manage > Groups tab.

2. In the upper-right corner of the page click on the Add user group
button.

3. Select the Add LDAP user group option from the drop-down field. The
Add LDAP user group page is displayed.

4. From the drop-down select the LDAP authentication method from
which groups are imported. The drop-down lists all the LDAP

authentication methods you added from the Account > Authentication
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tab. For information on how to add an LDAP authentication method,

refer to the Enable LDAP authentication sub-chapter.

. Select the user groups to import. The groups that were imported in the
Portal are marked in gray.
. To import the selected group in the Portal, click on the Save button.

The users are not synchronized at this stage.

NOTE: You can attach an LDAP user to the Portal groups. A user
cannot be attached to an LDAP group.

ADD LDAP USER GROUP
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On every use login, the group membership is verified. If the user belongs to
any of the LDAP groups added to the Portal, the group membership is also
updated in the Portal. The name and email are synchronized on the user

login.

All Users

‘El |f. hentication method: LDAP %

-
-
-
-

t  Authentication method T Todified
LDAP 2017-12-14 09:45:25

User’s Full Name ( E-mail address )

Authentication method

4.2.5 Attach devices to device groups

To attach devices to a device group, proceed as follows:

1. Go to the Devices tab, select the desired device(s).

2. Above the content area, click on the Attach to group button. The
Attach to Group window is displayed.

3. Select the group to which the device(s) belongs.
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4. Click on the Save button. The selected device(s) belong now to this

device group as well.

&= ATTACH TO GROUP Close x

Devices for internal

NOTE: You can attach a device to groups by editing the device and
specifying the corresponding device groups.

4.2.6 View group details

To view the details of a user group, go to the Groups tab and click on the

desired group in the Name column. The group details are displayed.

w Connect g’:l GROUPS & Contact Impero ‘= Purchase Users: 19/ 999 OnDemand users: 4/5 Devices: 74/ 94 -

All groups s

< | Results can be filtered using the Y on each column

4 Name v ftems

[ ]
¥ ¥ ¥ ¥ ¥
3 8 8 8 B
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From the user group details page, you can:

e View the users/devices who belong to the group

e Edit group details, such as the group name, group status and
description (LDAP group allow editing of status and description only)

e Remove the group

w Connect @T GROUPS £ Contact Impero = Purchase Users: 19/ 999 \Demand users: 415 Devices: 74 / 94 EAM Account Owner ¥

a4 o

Status L]

Description

Created

Created by

Modified 2019-12-17 18:37:33

4.2.7 Edit Groups

To edit group details, go to the Manage > Groups tab, and click on the
specific Group.
Above the content area click on the Edit button. The Edit Group window is

displayed.

&2 EDIT USER GROUP

O Active

Users (optional

Description (opiion
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Change the group details, such as the group name, group status or

description and click on the Save button.

NOTE: For LDAP groups you can only change the description and the
status. If you toggle off the Active button, it disables the group so that role
assignments no longer apply. Disabling does NOT remove the group.

4.2.8 Remove groups

To remove a group, proceed as follows:

1. Go to the specific group in the Manage > Groups tab.

2. Above the content area, click on the Remove button. A confirmation
window is displayed.

3. Click on Yes.

NOTE: By removing the group, the users/devices which are members of
that specific group are not removed.

4.3 Manage Devices

Once a device is configured with the Portal profile and is onling, it is
automatically displayed in the Portal interface, Devices section and My

devices tab.
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To easily manage your devices, the My devices tab contains information
such as the hostname, the online availability of the device, device alias,

group of belonging, and the user.

s Connect ] MY DEVICES

All Devices > Download Guest rt Console) v | | Add device v |

In the Manage > Devices tab you can select the columns you want to

view.

To modify the column view, proceed as follows:

1. Go to the Manage > Devices tab.

2. From the top-right corner of the screen, click on the Choose columns
button.

3. Select the columns you want to view or hide. The changes that you
make have an immediate effect.

« Connect [_] DEVICES £ Contact Impero * Purchase rs: 27150 ind users: 8125 ) 47170 v

| I

& & K«
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4.3.1 Edit devices

To edit a device, proceed as follows:
1. Go to the Manage > Devices tab.
2. Select the specific device.

3. Click on the Edit button.

You can also edit the device by selecting the device and click on the Edit

button on the top-right menu.

sen oesemin

Alias An internal name that could help supporters
administrators to identify faster the device.

Group The Device group(s) that the device is attached to. A device
can be attached to any number of device groups.

Description An extended description for the device.

- EDIT DEVICE

Desktop

Group

Description (opt

4.3.2 Remove devices

To remove devices, go to the Devices area, select the devices you want
to remove and above the content area click on the Remove button. A
confirmation dialog is displayed. To remove the selected devices from the
Portal, click on Yes. This is useful for devices that are not online anymore

(e.g., devices that are not used any longer or that do not have a Host
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installed). For the devices that have a Host installed on them and are
connected to the Portal, they are re-enrolled on the next Host restart

(they show up again in the device list).

Refer to the Revoke deployment packages sub-chapter for more

information on how to disable devices associated with a deployment

package.

NOTE: Make sure that you have an Account Administrator user type or
higher to remove a device.

4.3.3 Favorite Devices

With the Portal, you can add devices to favorites. Favorite devices are

displayed first in the list in the Devices tab.

NOTE: This feature is only available when using the new Connection
Manager. The Connection Manager serves as a meeting hub for Guests
and Hosts and is responsible for managing the connections between
modules.

To add a device to favorite, proceed as follows:

1. Go to the Devices tab.

2. Select the device you want to add to favorite.
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3. Click on the “Add to favorites” button, which is found in the top-right of

the screen.

w Connect [_] DEVICES 2 Contact Impero w Purchase Users: 27 / 50 Yemand users: 8/ 25 Devices: 47/ 70 -

Dema
% Add to favorites l P+ Check permissions |
[ Device details

Hostname CRi

# Edit

X Remove

Status Q Last seen online: 2 hours ago

Favorite This device is not a favorite

Device type Host

Description

Group

Device ID (UUID)

Alternatively, through the Portal you can add a device or multiple devices

to favorite as follows:

e Click on the blue star near the device Hostname in the Devices tab;
favorite devices display a filled blue star near the device Hostname

e Select the device or multiple devices with the check button in the

Devices tab and click on the “Add to favorites” button

(¥ Connect [; DEVICES £ Contact Impero ® Purchase J 27150 r ! 8125 D 47170 v

& Attach to group 7 Edit x Remove #- Check permissions + Add to favorites

2 | Results can be filtered using the ¥ on each column

a O [J EvsiGLB-TEMP 8 Last seer 1 9
(el ==} = Last see 3 days ag¢
ol e a
oL o |
O H =
o = eer 20 days ag
o = 0 g
[Sl= a
oQ a L

To remove a device from favorite, proceed as follows:

1. Go to the Devices tab.
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2. Select the device you want to remove from favorite.
3. Click on the Remove from favorites button, which is found in the top-

right of the screen.

s Connect L] DEVICES 2 Contact Impero = Purchase Users:27/50  OnDema 8/25  Devices:47/70 v

@ Dashboard EV ¥ Remove from favorites l - Check permissions |
[ Device details

# Edit % Remove

Hostname EV
Status O Last seen online: 117 days ago
Favorite W This device is a favorite
Alia:

Vers|

Device type Host

Description

Group Test Device

Device ID (UUID)

Alternatively, through the Portal you can remove a device or multiple

devices from favorite as follows:

e Click on the blue star near the device Hostname in the Devices tab;
removed devices display an empty blue star near the device Hostname

e Select the device or multiple devices with the check button in the

Devices tab and click on the Remove from favorites button

w Connect [] DEVICES 2 Contact Impero w Purchase Users: 27 / 50 Demand users: B/ 25 Devices: 471 70 -

& Attach to group # Edit x Remove f Check permissions ¥ Remove from favorites

= | Resulis can be filtered using the ¥ on each column

a * O J Evsl TEMP  ®  Last seer 1 days age
o #  Lastseeno days age
ol 4 L 111 dz " Test D:

o =

ol ® lestseenonine:3housago - 1288  licenta
o = Lest

o o L 1 day ag

o ®  Lastseer days ae

o ®  Lastseen 26 days ag

118



Impero Connect Portal User’s Guide

4.3.4 My Mobile Devices

To add mobile devices to the Portal, open the email received from Impero
with your myCloud account information. Activate your account by using

the link received in the email and set up a password.

In the Chrome Internet browser, add the WiseMo Guest for myCloud

extension from the Chrome Web Store link.

To add a Host on your mobile device, proceed as follows:

1. Download the WiseMo Host App from the App/Play Store on your mobile
device. Depending on the manufacturer of your mobile device, it might be
necessary for you to install an extra add-on to allow remote desktop
features on your mobile device.

2. Open the WiseMo Host app.

3. Grant permissions when asked by the WiseMo Host app.

4. Enter your myCloud credentials.

5. Restart the Host.
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To access your mobile device(s) from the Portal, proceed as follows:

1. Log in the Portal.

2. Access the My mobile devices tab.

3. There are two ways that you can control your mobile device. Click on

the Remote control dropdown button and you can select between:

e Control through Chrome app (default action)

e Control through WiseMo Guest

If you directly click on the Remote control button, the Portal starts the

remote control session via the Chrome app, which is the default action.

w Connect [J MY MOBILE DEVICES © Contact Impero = Purchase 27150 ) B/25 47170 -

All Mobile Devices

NOTE: Refer to the supported versions article in the Knowledge Base for
more information about the supported mobile devices in the Portal.

4.3.5 Applications

With whitelisted applications, account administrators can restrict remote
control sessions to a single application (or list of applications) on the Host
device. This includes viewing the screen and using a keyboard and mouse

for those applications.
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To add an application, proceed as follows:

1. Click on the Add application button.

« Connect £ APPLICATIONS

X Contact Impero ™ Purchase Users: 27 / 50 OnDemand users: 8/25 Devices: 47/ 70 b

All Applications )

= | Results can be filtered using the ¥ on each column

4 Name T Path Executable name

-

Roles

-

plications to be the only applications accessible in a Remote
| tions can be managed through role

A

o i &

2. Fill in the required information.
3. Click on Save.

£ ADD APPLICATION

Path - for instance: C:\Program Files\My Application cptional

Executable name - for instance. notepad.exe

Description (optior

Setting | Deseription

Name A name for the application

Path The path for the application, including system environment
variables (e.g., $windir%\system32)

Executable Executable name (e.g., notepad.exe)
name

Description Description of the application

121



Impero Connect Portal User’s Guide

NOTE: The role assignment automatically becomes disabled if the
applications set as part of whitelisted applications are disabled.

4.4 Roles and Role assignments

Roles are a set of permissions that can be applied to a group of users
through Role Assignments.

A role assignment is comprised of a role, a group of users, and a group of
devices. Create user groups (including LDAP and Azure AD user groups)

and device groups before adding new role assignments.

ADD ROLE ASSIGNMENT Close x

Name Role v

() Active (Thic role assignment is active
- User group hd

Description

These are used for defining the permissions for the users in the Portal and

remote accessing a device.

NOTE: The devices listed in the Portal under the My devices tab are only
the devices that the user is allowed to connect to (at least one Role
assignment needs to exist containing a User group with that User and a
Device group with that Device). For a user to be allowed to create (and
use) OnDemand Sessions under the My sessions tab, create the role
assignments for that group with an OnDemand - role type.

4.4.1 View Predefined Roles

The page provides a listing of the available roles, their type, name, and a
short description.
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Multiple role types have been implemented, each representing a specific

set of permissions:

The Enroll type is limited to registering or unregistering devices within
the Portal. This includes the Add Devices role. Only users who are
assigned an Enroll role type can enroll devices in the Portal with their
Portal credentials. This only applies to Windows Hosts (below version
12.65), Linux and macOS Hosts (below version 12.75). Deployment
packages are used for enroliment for the Hosts and have replaced used
based enroliment (no Add Devices role is required).

The Device role type includes a set of permissions related to remote
control sessions. By clicking on the name of a specific role from the
roles page, the user is provided information about the role and the full
list of associated permissions.

NOTE: When creating a Device role type, make sure to select the
corresponding client type for your Guest device.

The OnDemand role type includes a set of permissions related to the
OnDemand Sessions. The permissions include keyboard and mouse
access and to view the remote screen.

The Confirm access role type provides increased security through the
addition of a confirmation dialog on the Host side.

The Whitelisted applications role type provides the capability to
restrict remote control sessions to a single application.

NOTE: Account Administrators, Owners and Group Managers can view
the Roles

Administrator Provides full access to the remote device when using

the Control through browser option or an installed
Guest.

Web Support Provides full access to the Control through browser

option. Access from an installed Guest is not allowed.

Full Access Provides full access to the remote device when using
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Predefined Description
Roles

(OnDemand the OnDemand Session. This role does not apply to
Sessions) regular Guests and Hosts.

Confirm Access Requires that the local user at a remote device to
Required confirm a session before it starts; except for when the

computer is locked, or no one is logged in.
4.4.2 How to add arole

To add a role, proceed as follows:

Go to the Roles tab.

Click on the Add button.

Enter a name for the role.

Select the role type from the drop-down list.

Enable or disable the role.

o g r w2

To save the changes made, click on the Save button.

“= ADD ROLE

Name ‘

Type v

Description (optional)

() Enabled (7#is role is enabled)

4.4.3 How to edit a role

To edit a role, proceed as follows:

1. Go to the Roles tab.

2. Select a role to edit.

3. To edit the role, click on the Edit button.
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4. In the Edit role dialog box, you can:

e Edit the Role Name.

e Edit the Type from the drop-down list.
e Edit the description.

e Enable or disable the role.

e Edit additional Role type options

5. To save the changes made, click on the Save button.

%= EDIT ROLE -

The permissions will change following the role saving
Add Devices

Enroll

Allows communication with the Netop Portal, but does not include any permissions or rights. Netop recommen
creating dedicated user(s) assigned to the Add Devices role. This keeps individuals from entering their own
usernames and passwords when enrolling devices in the Portal. For example, an Administrator may create a
user named ‘portal_access@mycompany.com' and assign that user the 'Add Devices' role. Then, the
portal_access@mycompany.com credentials would be used in configuring the Host Communication Profile

D Enabled (7nis role is enabled)

Register

& save

4.4.4 How to copy a role

To copy a role, proceed as follows:
1. Go to the Roles tab.

2. Select a role to copy.

3. Click on the Copy role button. The Add role dialog box is displayed.

4. Edit the name of the role you want to copy.
5. Edit the description of the role you want to copy.
6. Enable or disable the role.

7. Edit additional Role type options.
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8. To save the changes made, click on the Save button.

%= ADD ROLE cise x

Copy of Add Devices role

Type

o N
Enroll
Allows communication with the Netop Portal, but does not include any permissions or rights. Netop recommends
creating dedicated user(s) assigned to the Add Devices role. This keeps individuals from entering their own
usernames and passwords when enrolling devices in the Portal. For example, an Administrator may create a
user named 'portal_access@mycompany.com' and assign that user the 'Add Devices' role. Then, the
portal_access@mycompany.com credentials would be used in configuring the Host Communication Profile

O Enabled (7 role is enabied)

Devices - v
Regist
Unregist:

B/ save

4.4.5 How to remove arole

To remove a role, proceed as follows:

1. Go to the Roles tab.

2. Select the role you want to remove.

3. Click on the Remove button. The Remove Role dialog box for
confirmation is displayed.

4. To remove the role, click on Yes.

REMOVE ROLE Close %

Are you sure you want to remove the role?

‘ Yes ‘ ‘ Cancel ‘

NOTE: If the user deletes a role which is part of an active role assignment,
the role assignment becomes disabled and the user receives a warning
about this.
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4.4.6 Add role assignment

To add a role assignment, proceed as follows:

1. Go to the Role assignments tab and click on the Add role assignment
button.

2. Provide the role name and make sure that the assignment is enabled.

3. From the appropriate drop-down lists, select the role, user group, and
device group.

4. To save your changes, click on the Save button.

Add role assignment X

Name

() Active (This role assignment is active,

NOTE: For a role assignment to govern the permissions of a remote user,
make sure that the Host’s Guest Access Security settings are configured
to use Portal access rights. Refer to the Impero Connect User's Guide for
more information on the Guest Access Security settings within the Host.
For the OnDemand - type roles, device groups cannot be selected, as
these role assignments do not apply to regular devices.

4.4.7 Edit role assignment

To edit a role assignment, proceed as follows:

1. Go to the Role assignments section, select the role assignment you

want to edit.
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2. Above the content area click on the Edit button. The Edit Role
Assignment window is displayed.
3. Make the desired changes.

4. To save your changes, click on the Save button.

. Edit role assignment X

Ed:'ninistrator

() Active (This role assignment is active)

Role
Administrator

Everyone
Device group
Everything

Description
test

NOTE: Disabling the role assignment does not remove it from the Portal.
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4.4.8 Create a schedule for a role assignment

A schedule can be created for a role assignment. In the scheduler you can
specify the following information:

e Schedule interval

e Recurrence

SCHEDULE FORTEST CcCos x

o Schedule interval

Start date

Stert time End time LIAIdaY g rope Bucharest (GMT+03:00)

C Recurrence

No recurrence

No end date

NOTE: This feature is only available when using the new Connection
Manager. The Connection Manager serves as a meeting hub for Guests
and Hosts and is responsible for managing the connections between
modules.

In the Schedule interval you can specify the following information:

e Start date — you specify the day that the role assignment starts

e Start time - you specify the time when the role assignment starts

e End time - you specify the time when the role assignment becomes
inactive

e All day - you use this option to specify that the role assignment is valid
throughout the day; when you use this option, the Start date and the
Start time fields become inactive

e Timezone - you specify the Timezone for the role assignment
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In the Recurrence area, you specify the recurrence for the role

assignment.

The following options are available:

e NO recurrence
e daily

e weekly

e monthly

e Yyearly

C Recurrence

Recurrence
Daily h

Nao recurrence
Daily

Weekly
IMonthly

Yearly

Recurrence Description

No Select this option to apply the schedule indefinitely.
recurrence
Daily You use this when you want the schedule to recur on

specific days or every X number of days.

Possible values:
e Only weekdays

e Only weekends
e Custom
Weekly Possible values:

e Every Xweek on
e Monday

e Tuesday

o Wednesday

e Thursday
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e Friday
e Saturday
e Sunday

Monthly Possible values:

e Every X month on
e Day of the month
e Last day of the month

Yearly Possible values:

e Every Xyearon
e Month of the year
e Day of the month

The Schedule status can be:

e Active
Status
e Inactive
Status Mot active, due to schedule

To create a schedule for a role assignment, proceed as follows:
1. In the page, click on the tab.
2. In the tab, click on the Role assignment you want

to assign a schedule to.
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3. To add a schedule to the Role assignment, click on the Schedule

button.
o
w Connect /4 ROLE ASSIGNMENTS £ Contact Impero = Purchase Users: 27 / 50 OnDemand users: 8 / 25 Devices: 47 / 70 -
test © Schedule % Remove
1 Role assignment details
mobile devices Name

Status )

Description

Role [

User group E

[=! group £

A Role assignments

B Downloads

M Account sacurity

The Schedule window for the Role assignment is displayed.

© SCHEDULE FOR TEST
o Schedule interval

Start date

imezor
Slartlime [Jan day Europe Bucharest (GMT+03:00)

C Recurrence

4. Specify the schedule interval:
4.1.Specify the Start date.
4.2.Specify the Start time.
4.3.Specify the End time.

NOTE: If you click on the Save button and you do not specify a Start
date, Start time, and End time, the Schedule applies starting on the
present day, for All day, full time.

5. Specify the recurrence for the schedule:

5.1.Specify the recurrence.
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5.2.Specify the End date for the recurrence.

NOTE: If you do not specify a recurrence for the schedule, the schedule
applies until you manually remove it, or you add an end date to the
recurrence.

6. To save your changes, click on the Save button.

© SCHEDULE FOR TEST

o Schedule interval

Start date

Start time

[uday Europe Bucharest (GMT+03:00)

C Recurrence

No recurrence

NOTE: You can assign a schedule to multiple role assignments.
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To edit a schedule for a role assignment, proceed as follows:

1. In the Portal page, click on the Role assignments tab.

2. In the Role assignments tab, click on the Role assignment you want to
assign a schedule to.

3. To edit a schedule of the Role assignment, click on the Change
Schedule button.

« Connect ‘ ROLE ASSIGNMENTS £ Contact Impero = Purchase 27150 Dema 8125 D 47170 -

set for the following role assignment: x

1 Role assignment details

Name

X Remove schedule |

* Remove |

Status LJ

Description

Role

Schedule

4. Make the changes you want.

5. To save your changes, click on the Save button.

To remove a schedule from a role assignment, proceed as follows:
1. In the Portal page, click on the Role assignments tab.
2. In the Role assignments tab, click on the Role assignment you want

to remove the schedule.
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3. To remove the schedule of the Role assignment, click on the Remove
Schedule button.

» Connect E\ ROLE ASSIGNMENTS £ Contact Impero = Purchase Users: 27150 OnDemand users: 8/ 25 Devices: 47 /70 -

The schedule was set for the following role assignment: test x

:“. Role assignment details

Name

# Edit

test

Status 0 Act

Description

Role Y Test Role Window Guest

User group

Device group

Schedule

The Remove Schedule for Assignment warning is displayed.

REMOVE SCHEDULE FOR ASSIGNMENT

Are you sure you want to remove the schedule for

the role assignment?

4. Click on Yes to confirm.

NOTE:
e You can remove a schedule from multiple role assignments.

e A schedule is removed if you delete the role assignment(s).

4.4.9 Remove role assignments

To remove role assignments, go to the Role assignments tab, select the

items you want to remove and above the content area click on the
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Remove button. A confirmation dialogue is displayed. To remove the

selected role assignments, click on Yes.

4.4.10 Confirm Access role

Starting with Impero Connect version 12.67 for Windows Hosts and 12.70
for Linux and macOS Hosts, the Confirm access functionality was added,
and starting with version 12.82 for Windows Hosts the Confirm access
via email feature was introduced. The Confirm access feature provides
improved security by adding a confirmation dialog on the end-user side
(Host side).

The Confirm access via email feature is configured along with a user
group. Once Confirm access via email is triggered, all the users in that
group receive an email requesting them to provide access to the Host. The
email contains a confirm access link, the name of the user requesting
access, and the name of the Host. Once the link in the email is clicked on,
you are redirected to the Portal where you can allow or deny access to the

device for the user that requested it.

CONFIRM ACCESS X

You are seeing this page because your user belongs to a role which has confirm access via email
enabled

Whenever a user assigned to that role tries to access a device, a confirm access request such as
this will be issued and you will be asked to allow or deny access for that user.

Do you want to confirm access for the following connection?
User firstname lastname John Doe
Username
Host name DESKTOP

Connection attempt 2021-09-16 18:17:43

Allow ‘ ‘ Deny ‘

The access granted through the confirm access email is audited.
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4.410.1 How to add a Confirm Access role

To create a Confirm Access role, proceed as follows:

1. Go to the Roles tab.

2. Click on the Add role button.

3. Specify a name for the role.

4. From the Type drop-down list, select the Confirm access type.

5. Enable or disable the role.

6. You can use either the Confirm access or Confirm access via email
option or both for the Confirm access role. To use the options, select the
Enable confirm access, respectively Enable confirm access via email
checkboxes. If you use Confirm access via email you must add a user
group or multiple groups that receive an email when a user requests

access to a device.

:— ADD ROLE
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7. To save the changes made, click on the Save button.

NOTE: If both the Confirm access and Confirm access via email
features are enabled, whichever type of confirmation happens first, the
user is granted access to the Host.

4.410.2 How to add a Confirm access role assignment

To add the Confirm access role to a role assignment, proceed as follows:
1. Go to the Role assignments tab.

2. Click on the Add role assignments button.

3. Enter a name for the role assignment.

4. Activate the role assignment.

5. From the Role drop-down list, select the Confirm access role.

6. Assign the role to a User group.

NOTE: When the Confirm access via email option is enabled, you
allow or deny access to a device for users that belong to this User

group.
7. Assign the role to a Device group.

NOTE: When the Confirm access via email option is enabled, you
allow or deny access to devices that belong to this Device group.

8. To save the changes made, click on the Save button.

_5'»_ ADD ROLE ASSIGNMENT Close

Please note that the Confirm Access functionality works only on Hosts v12.67 or Iater. For older Hosis, the connection to them will be
denied if Confirm Access is enabled in any of their role assignments.

Confirm access role ¥ Confirm access role

c Active (his role assignment is active)

Description (optiona

Everyone

Evéﬁihing
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NOTE:

e The Confirm Access functionality works only on Hosts and Guests
v12.67 or later. For older Guests and Hosts, the connection between
them is denied if the Confirm Access feature is enabled in any of their
role assignments.

e The Confirm Access via email functionality works only on Guests and
Hosts version 12.82 or later. For older Guests and Hosts, the
connection between them is denied if the Confirm Access via email
feature is enabled in any of their role assignments.

Once the Confirm access is defined, on the next remote session between
the Guest and Host, a confirm access prompt is displayed to the end-user

on the Host side.

There are two extra exceptions when the Confirm access and the
Confirm access via email can be set to be overruled even though it is

enabled.
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For Confirm Access:

e Except when computer is locked - if the computer is in the locked
screen.

e Except when no user is logged in - if no user is logged into the

system.

Confirm Access

% 8 wants to access your PC.

You have the opportunity to
allow or deny the access.

Allow Deny

For Confirm access via email:

e Only when computer is locked
e Only when no user is logged in

When confirmed, the remote session is initiated. If denied, the confirm

session is not initiated.

NOTE: The exceptions for Confirm Access and Confirm access via
email do not apply to the macOS and Linux Hosts.

4.4.11 Whitelisted applications role

Starting with Impero Connect version 12.74 for Windows Hosts, the
capability of whitelisting applications is available. With whitelisted
applications, users can restrict remote control sessions to a single
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application (or list of applications) on the Host device. This includes
viewing the screen and using the keyboard and mouse for those

applications.

4.411.1 How to add a Whitelisted applications role

To create a whitelisted applications role, proceed as follows:

1. Go to the Roles tab.

2. Click on the Add role button.

3. Enter a name for the role.

4. From the Type drop-down list, select the Whitelisted applications
type.

5. Enable or disable the role.

6. Edit additional Whitelisted applications options.

7. Select the application(s) to be whitelisted.

8. To save the changes, click on the Save button.

= ADD ROLE

Vi:rwr;itelisted applications role
W;ﬂtelisted applications

Deseription
\Whitelisted applications role description

o Enabled (his role s enabled)
Whitelisted applications vl v
Enable whitelisted applications
hen computer is locked

Except when no user is logged in

@ notepad x
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4.411.2 How to add a Whitelisted applications role to a role
assignment

To add a whitelisted applications role to a role assignment, proceed as

follows:

1. Go to the Role assignments tab.

2. Click on the Add role assignment button.

3. Enter a name for the role assignment.

4. Activate or deactivate the role assignment.

5. From the Role drop-down list, select the whitelisted application's role.

6. Select the User group.

7. Select the Device group.

8. To save the changes made, click on the Save button.

O
4~ ADD ROLE ASSIGNMENT Close x
Please note that the Whitelisted Applicati tionality works only on Hosts w12.74 or later. For clder Hosts, the connectien to them
will be denied if Whitelisied Applicati are bled in any of their role assignments.
'.E."]E. . . . v Role v
Whitelisted Application Role Whitelisted Applications Role
() Active (This role assignment is active) User group v |
Everyone
Description (optional) T
‘ Everything vIY

142



Impero Connect Portal User’s Guide

Once the whitelisted applications are enabled, on the next remote session

between the Guest and Host, only these apps are visible to the user.

- o x
°

There are two extra exceptions when the whitelisted application can be set

to be overruled even though it is enabled:

e Except when computer is locked - if the computer is in the locked
screen.
e Except when no user is logged in - if no user is logged into the

system.

In either of these exceptions, the whitelisting applications are not enabled

throughout the session.

NOTE: The role assignment automatically becomes disabled if all the
applications that are set as part of the whitelisted applications become
disabled.

For more information on whitelisted applications, refer to the following

knowledge base article.
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4.4.12 Check permissions

To verify the permissions of a user on a certain device, use Check

permissions.

1. Click on the Check permissions button. It is available in different areas
of the Portal (Role assignments, Device view, User view).

~ Connect 44, USERS £ Contact Impero ™ Purchase Users: 19 /999 OnDemand users: 4 /5 Devices: 74 / 94 -

@ Dashboard Andrei ¥ Check permissions
55i0NS

Email

Group

Authentication method INTERNAL

Multi-Factor Authentication

‘OnDemand Sessions Disabied

2. Select the User and the Device.

- CHECK PERMISSIONS Close x
User
John Doe h
Device
~aaa A
Date . Time Timezone
2019-11-22 11:48 o Europe/Bucharest

3. Since permissions can change in time due to existing schedules applied
on the Role Assignments, you can specify a date to check for the
permissions.

4. Specify the time for the permissions.

5. Specify the Timezone for the permissions.
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6. To view the granted permissions, click on the Check permissions
button. This provides an overview of the exact permissions of the User
on the Device, plus an overview of the Role assignments that involve

both the User groups and the Device.

w Connect l;l CHECK PERMISSIONS £ Contact Impero = Purchase 19/999 and users: 415 74194

|

Granted permissions for user on device , valid at 2021-09-14, 19:37
(Europe/Bucharest time)

& User details
L Device details

Hostname o

4 Permissions

Remote session
View remote screen

Use keyboard and mouse

000,

Lock keyboard and mouse

4.5 Downloads - using Deployment Packages

The deployment package represents a way of enrolling the devices into the
Portal. The deployment package describes among other things the interval
in which the Host can be installed, for how many installations or what

device group belongs to on enroliment.

Prerequisites for deployment packages:

e Windows Host running version 12.65 or later

e Linux & macOS Host version 12.75 or later

For versions earlier than the above, refer to the Role assignments sub-

chapter on how to enroll them.
The Manage > Downloads tab allows the management of deployment

packages.
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NOTE: Account administrators or higher can manage deployment
packages.

4.5.1 Create a deployment package

To create a deployment package, click on the Add deployment package
button in the upper-right corner of the Deployment Packages page. The

Add deployment package window is displayed.

Specify the deployment package details.

Seting—Dosorpion

Name The name of the deployment package.

Description  Optional description of the deployment package.

Valid from The Host can be installed using this Enrollment key only
when starting with this date (the time is UTC based).

Valid to The Host can be installed using this Enrollment key only
before this date (the time is UTC based). If no date is
selected, the enrollment key has no expiration date.

Number of The number of devices, which can be enrolled using this
devices Enroliment key.

Package Indicates whether the Enrollment key can be used or not.
status If disabled, new device enrollments do not work. Already
enrolled devices continue to work.
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Seting —Desorpion

License key  This is the license key that is applied to the Host. If empty,
the Host is set to Trial mode. If the Trial mode expired,
the Host converts to a Portal only mode, which allows only
the Portal communication profile (only works with a Portal
account).

Move to The group to which the device automatically belongs to on
device group enroliment.

Enrollment Specify if an administrator is required to review the status of

state the device (Pending) or not (Enrolled) before the device is
enrolled. Check Pending state for how to enroll pending
devices.

Once you've entered all the necessary details, click on the Save button.
The deployment package is created. Upon creation, a unique Enroliment

key and Online installers are generated.

& Connect DOWNLOADS £ conactimpers ¥ Purchase 191909

& macOS ~

IRENPESITBNEN  Download offline installer for

&«

To view the enrollment key, from the Deployment packages list, click on

the name of the deployment package.
4.5.2 Download and install the Host using default
configuration

When a deployment package is created, an online installer is also

generated. The online installer uses a default configuration for setting up

147



Impero Connect Portal User’s Guide

the latest version of the Windows Host. When installing the Host using an
online installer, an available internet connection is necessary as the files
are retrieved from online. You can find offline installers for all the supported

platforms in the Deployment Package details page.

4.5.2.1 Download and install the Host using an Online installer (.exe
file)

To download and install the Host using the online installer, proceed as

follows:

1. Go to the Downloads tab.

2. Click on the deployment package that you want to install. The
Deployment package details page is displayed.

3. Download the Online installer available in the Download installers

section.

« Connect DOWNLOADS

& macOS ~

NOTE: Do not change the name of the online installer. Otherwise, the

deployment package installation is unsuccessful.

4. To install the deployment package, double-click on the downloaded
installer (admin rights are necessary on the device).

5. Read and accept the Impero License Agreement.

6. Click on the Next button.
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The Host is installed and automatically configured to connect to the

associated Portal account. Further configurations are no longer necessary.

4.5.2.2 Share the Online installer link

1. If you would like to share a unique link with the online installer, click on
the Copy link button to copy it into the clipboard or click on the Send
link button to open your email client with the link.

2. On the target device, the user can open the link. By clicking on |

understand, the user can download and install the Host.

2 Connect

Control this device
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3. Users can download the Host for a different OS platform, by clicking on
the dropdown button near the Download button and click on the

respective OS button.

2 Connect

Control this device

%
<
g ~ 8 <]
71
> > & n
< e
|2
|2
2
&
g
2
g

4. Install the online installer as described above.

4.5.3 Download and install online installer using a custom
Host configuration (Windows)

If you want to use a custom Host configuration, create the configuration
file (MST file). Refer to the Pack'n'Deploy User's Guide for information on

how to create custom Host configuration files using Impero Connect.
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Once you created the custom Host configuration file, go to the

deployment package details page and click on the Upload button. Upload
the .MSI and the .MST files.

UPLOAD CUSTOM HOST

After uploading an .MSI or an .MST file, the date and time when the file
was uploaded are displayed under the corresponding upload buttons. This
allows you to easily identify if the deployment package contains a custom

Host configuration or if the default online installer is used for deployment.
On the next installation using the online installer, the custom files are used.

NOTE: To revert to the default files, create a new deployment package.

4.5.4 Mass deploy the Host (Windows)

For instructions on how to mass deploy the Host on Windows, refer to the

Mass deploy Portal components knowledge base article.
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4.5.5 Revoke deployment packages

You revoke the deployment packages by clicking on the Revoke button in

the upper-left corner of the Deployment package details page.

s Connect DOWNLOADS £ Contact Inpero * Purchase - W5 74704 -

test2

Download installers

o Windows ~

& macOS v

The Revoke Deployment Package warning prompt is displayed.

REVOKE DEPLOYMENT PACKAGE? Close %

1 device will stop working after
revocation.

Warning: this currently enrolled device
will need to be re-enrolled with a different
enrollment key, in order to reconnect it to
the Portal.

Type 'revoke' to confirm

Cancel

Specify “revoke’ in the “Type “revoke” to confirm” entry field to confirm.

Revoking deployment packages means that:

e You are no longer able to install devices using that enrollment package.
e Devices enrolled using the deployment package, can no longer connect

to the Portal; another enrollment key is necessary.
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e Revoked devices are still displayed in the device list with a state name

Revoked.

The revoked deployment package is marked with a red sign: @
To re-enroll these devices into the Portal, create another deployment
package and configure the Host on the devices to use the new enrollment

key.

4.5.6 Remove deployment packages

You can remove deployment packages by clicking on the Remove button
in the upper-left corner of the Deployment package details page.

« Connect DOWNLOADS

test2 | / Edit | | @ upload | | @ Revoke |I x Remove I
Download installers

8 Windows ~

ssssss

NOTE: You can only remove deployment packages that have no devices
associated or which are revoked.
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Pending state

For devices in the Pending state, go to the Manage > Devices tab.

|dentify the Pending device and enroll it by clicking on the Enroll button.

s Connect

] pEVICES

3 Enroll & Attach to group # Edit

] mpero -
* Remove B Check permissions * Add to favorites
o i R

PENDING
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5 Security

This section provides various options for overall account security.

5.1 Enable Multi-Factor authentication

The authentication can be configured to use two factors: the first
authentication factor is the username and password (something the user
knows), the second factor is a passcode received by email (something the

user has).

To manage the account security, administrator rights or higher are
necessary. You have the option to enable MFA per user or to enforce the
option to all users. When the Enforced option is selected, users cannot
modify the Multi-Factor authentication settings for themselves or other

users.

To enable or enforce the multi-factor authentication, proceed as follows:
1. Go to Security > Account security area and click on the Edit button.
2. Click on the Multi-factor authentication dropdown field.

3. Select Enabled or Enforced.
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4. Click on the Save button.

c EDIT ACCOUNT SECURITY

I Enabled it can be enabied per user

Disabled

Enabled (it can be enabled per user

Enforced (twill be enabied for ail users]

Once email-based multi-factor authentication is enabled for your account,
you can enable the use of multi-factor authentication on individual users.
When editing users, you can now enable multi-factor authentication as
well.

Go to the Manage > Users tab, select the desired user and in the upper-

left corner of the page, click on the Edit button.

2 EDIT USER

First name Email

nrc nrc@netop.com

Lastname Username
user nrc@netop.com

User type Group
User full control x

Read more on user types  here

s

User Status: Multi factor authentication:

() User is active o Email (MFA) enabled

Enable multi-factor authentication and click on the Save button.
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NOTE:

e User credentials are used to configure the communication profile on
both Guest and Host. For security reasons, we strongly recommend
creating dedicated users assigned to enroll devices in the Portal.

e If you enable multi-factor authentication for a user, make sure that those
user credentials are not used in the definition of the Guest or Host
communication profile (Portal communication device). If credentials
from a user with multi-factor authentication enabled are used, the
Guest or the Host are not able to make a connection to the Portal.

e Starting with Impero Connect version 12.65 (on Windows 7 and later)
and Impero Connect version 12.75 (Linux & macQOS) enroliment keys are
used for the Portal communication profile. Therefore, the above note
does not apply anymore.

5.2 Authentication

The Portal provides the following authentication methods:

e Internal (username & password saved in the Portal database)
e ADFS (Active Directory Federation Services)/Azure AD
e LDAP (Lightweight Directory Access Protocol)

5.2.1 LDAP authentication

With the integration to the Lightweight Directory Access Protocol (LDAP),
the Portal provides another way of integration into the company’s central
user directory. This enables administrators to manage the users and users’
permissions from only one place — the company’s user directory. The
integration with LDAP is done in such a manner that no passwords are

stored in the Portal — the credentials are checked on every login.

NOTE: Only account administrators or higher can manage Authentication.
5.21.1 Enabling LDAP authentication

To enable LDAP authentication, proceed as follows:

1. Go to the Security > Authentication tab.
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2. In the upper-left corner of the page click on the Add LDAP button. The
Add LDAP authentication method page is displayed.

w Connect A, AUTHENTICATION £ contact impero = Purchase sers 19999 emans users 545 vires: 74194 -

All authentication methods

3. Enable LDAP authentication.
4. Specify the information for setting up the LDAP connection.
5. To save the authentication settings, click on the Save LDAP

authentication method button.

& Dashboard

Group schema
settings Additional Group DN (optional)

@ My sessions
o MY

o e Group Search Filter - for instance: (objectClass=group)

0 My mobile devices

Group Browse Filter - for instance: (|(objectClass=group)

.................................

&2 Users (CjeCirassS=Ciganizauoiiansiiiiy)

&l Devices Group Attribute - for instance: group

B2 Groups

3 Applications . B
R Group members Attribute - for instance: member
= Roles

& Role assignmenis

Downloads More information on how to securely integrate with LDAP is available here

SECURITY 8, Save LDAP authentication method Cancel
. Account security

Once you enable the LDAP authentication, you can import LDAP groups in

the create role assignments for each of the groups to associate with the

corresponding role.

NOTE: When logging in using LDAP credentials, make sure to log in using
the domain identifier\username. There can be multiple LDAP
authentication methods added.
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5.2.2 ADFS/Azure AD authentication
5.2.2.1 Enabling ADFS/Azure AD authentication

To enable ADFS/Azure AD authentication, proceed as follows:

1. Go to the Security > Authentication tab.

2. In the upper-left corner of the page, click on the Add ADFS/Azure AD
button. The Add authentication method page is displayed.

s Connect @ AUTHENTICATION £ conctimpero = Purchase ers 191999 515 Devkes 74194 -

Al authentication methods « @ Add ADFS / Azure AD | | @, Add LDAP I

&

3. Fill in the information required for the ADFS/Azure AD authentication

method (for more information, refer to the following knowledge base
article).

4. To test the configuration, click on the Test configuration button.
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5. To add the ADFS/Azure AD authentication method, click on the Save

button.

NOTE: When logging in using ADFS/Azure AD credentials, verify that you
log in using the domain identifier\username. There can be multiple
ADFS/Azure AD authentication methods added.

For more information about the ADFS/Azure AD feature and integration

with the Portal, refer to the following knowledge base article.

5.3 Enable logging

The Portal offers thorough audit logs (audit trails).

The audit logs contain the following security-relevant data:

The date

Time and activity of each user including sign-in events
User creation and removal

Role assignments

Account configuration

Remote control sessions

File transfers and others

NOTE: The audit log data is stored for a period of six months. This means
that the data that exceeds the fixed period is automatically removed. This

160


https://support.imperosoftware.com/en/support/solutions/articles/44002239802-netop-remote-control-portal-adfs-and-azure-ad-integration

Impero Connect Portal User’s Guide

is done in a chronological order — older data is removed and the more
recent is maintained.

Audit logs help you monitor data for any potential security breaches or
internal misuses of information. Moreover, the audit logs available in the

Portal provide an insight into how various parties are using the Portal.

NOTE: Audit logs containing information regarding connections between a
Guest or Control through browser option and a Host are sent only by
Windows Hosts version 12.67 or later.

5.3.1 Enabling audit logging

Audit logging is enabled by default within the Portal. If for any reason it is
disabled for your account, go to the Security > Account security tab,
click on the Edit button and enable it. To manage audit logging,

administrator or higher rights are required.

e EDIT ACCOUNT SECURITY

Muiti-F actor Authentic aton
Enabled cor d per user)

5.3.2 Retrieve Audit Logs

The audit logs provide valuable information about the users’ activity in the

Portal.

NOTE: Account managers or higher can view and generate log reports.
Account administrator or higher is required to delete a log report.
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To retrieve the audit logs, go to the Security > Logs tab and click on the

Generate report button.

B LOGS £ Contact Impero ™ Purchase Users: 19/ 9899 OnDemand users: 5/ 5 Devices: 74/ 94 v

Hliepens

Z | Results can be filtered using the ¥ on each column

2021-04-21 * 2021-04-21 12:26°53 TEAM Account Owner

2018-10-0 2018-12-10 * 2018-12-10 11:10:57 Demo Netop Download

0 21 15185 Download

0 " nt Ow Download

2018-02-02 2018-02-03 * 2018-02-03 12.03:38 TEAM Account Owner Download
2017-11-22 2017-11-22 * 2017-11-22 12:36:45 TEAM Account Owner Download

Select the date interval:

[Z1 GENERATE LOG REPORT

Click on the Generate report button. A new report is created as a *.csv
file containing all events logged within the selected date interval and it is
displayed as a new log entry in the Logs page.

Once you generate a log report, from the Status column, click on the
corresponding Download link. On download, choose to save the report on
the disk.

To make the report readable, open a blank workbook in Microsoft Excel and

import the *.esv file by connecting to it (from the Data tab and from the
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Get and Transform Data toolbar, click on From Text/CVS). Make sure
that you use the comma (,) as a column delimiter and the apostrophe () as

the text qualifier.

For more information on understanding the report, refer to the following

knowledge base article.
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6 Account Configuration

The Account > Configuration tab allows the configuration of the Account
details and the Account owner. Only an Account Owner user type can

manage and modify the account configuration.

6.1 Account details

The account details contain information on the actual Portal account such
as:

e The company name

e The contact details

e The account administrators

e The Timezone

e The default remote control action

e The Connection Manager

“s Connect
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To edit them, click on the Edit button.

#+ EDIT ACCOUNT DETAILS

Contact details

Timezone
Administrators Europe/Bucharest

~

Defaut remote control action
Control through Guest

To save your changes, click on the Save button.

To set up the default remote control action for all the users, proceed as
follows:
1. Click on the Default remote control action drop-down menu.

%} EDIT ACCOUNT DETAILS

Contact details

Timezone
Administrators Europe/Bucharest

Default remote control action
Control through Guest v |

Control through Guest
Control through browser u

2. Select the default remote control action according to your needs.
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3. Click on the Save button to save your changes.

%} EDIT ACCOUNT DETAILS

Contact details

Timezone
Administrators Europe/Bucharest

v

Default remote contral action
Control through browser

6.2 Change the account owner

To change the Account Owner, proceed as follows:
1. Login to the Portal with an Account Owner.
2. Go to the Account > Configuration tab.

3. Click on the Change owner button in the top-right of the screen.

d
#¥; CONFIGURATION £ Contact Impero = Purchase Users: 18/ 999 OnDemand users: 5/ 5 Devices: 74 /94 -

£ Account details

Company

Contact details

Timezone Europe/Bucharest

Default remote control action

Administrators
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4. Select a user to become the new Account owner and click on the Save

button.

& CHANGE ACCOUNT OWNER

ARE YOU SURE YOU WANT TO CHANGE THE ACCOUNT OWNER?

Once you hit save, you will not be an Account owner any longer.
You will be immediately demoted to an Account administrator. You will also be required to re-login.

Select Account Owner
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/7 How to contact the Impero support team

The Portal allows users to directly contact an Impero representative in

order to receive help via Live Chat as fast as possible.

To contact the Impero Connect support team or a Impero representative,

proceed as follows:

1. Click on the Contact Impero button at the top of the page.

« Connect () DASHBOARD ¥ Purchase Users: 18 / 999 OnDemand users: 5/5 Devices: 74 / 84 -
3 Devices & Users
tal devices 75 Rem 8

on 1 Enrc 1

P 1

Dev 4

LD

¥ Account info (1 Recent updates
Company m Sep(ember Tth, 2021

Expiration date

Account owner

Timezone Europe/Bucharest

A chat form is displayed with the departments that can offer support.
You can choose between the Technical Support department and the

Connect Sales department.

Message Us
Impero Support Chat
Welcome to Impero Support
FAQs Q

n Impero Backdrop - Administration

B Education Pro - FAQs.
B Education pro - Getting started

Show more categories

168



Impero Connect Portal User’s Guide

. Click on the type of assistance that you require.

Impero Support Chat

Typically replies within 4 minutes

.4 Impero Support

mpero Support

Welcome to Impero Support.

mpero Support

o2} .
Hi, please select from the options
below the area you require
assistance.

CProduct Fault> (Pmduct guw‘dance)

Account or licencing issues

Server reactivation
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